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ABSTRACT

In theproblemof mutualexclusion,concurrentaccessto a sharedresourceusinga struc-
tural programabstractioncalleda Critical Section(CS)mustbe synchronizedsuchthat
at any time only oneprocesscanentertheCS. In a distributedsystem,dueto the lack of
bothin sharedmemoryandaglobalclock,anddueto unpredictablemessagedelay, thede-
signof adistributedmutualexclusionprotocolthatis freefrom deadlockandstarvation,is
muchmorecomplex thanthatin acentralizedsystem.To reducetheoverheadof achieving
mutualexclusionwhile supportingfault tolerance,in the thesis,we apply the triangular-
mesh-basedapproachto designfault-tolerantprotocolsfor mutualexclusion,in which the
nodesin thesystemareorganizedinto atriangularmesh.Weproposethreeprotocolsbased
on the triangularmesh:the triangular meshprotocol,the triple triangular meshprotocol
andthe dynamictriangular meshprotocol. In the triangularmeshprotocol,we associate
with eachnodetwo specialpatterns.The nodesin eachspecialpatternconstitutea quo-
rum. In the triple triangularmeshprotocol,a quorumcontainsnodesfrom somesideof
eachof threesubtrianglesin thetriangularmesh.In thedynamictriangularmeshprotocol,
threedynamicpathsconstitutea quorumin the given triangularmesh. The quorumsize
of theseproposedprotocolsis � that is ����� ��� , where � ����� � � 	���
� is the numberof
nodesin thesystem.In theworstcase,the triangularmeshprotocol,the triple triangular
meshprotocolandthedynamictriangularmeshprotocolarefault-tolerantup to �����! "� ,
���#�$ %� and �&�'�)(*� siteandcommunicationfailures,respectively. Fromour simulation
study, thesethreeproposedprotocolcanhave higheravailability thanCheunget al.’s grid
protocol. Moreover, the quorumsizeof the proposedprotocolswill be lessthanthat in
Kumar’sHQCprotocolwhenN is greaterthanor equalto 15andlessthanthatin Agrawal
etal.’s treequorumprotocolwhennodefailuresof somesortexist.

vi



CHAPTER I

Intr oduction

A distributedsystemconsistsof a collectionof geographicallydispersedautonomous

nodesconnectedby a communicationnetwork. The nodeshave no sharedmemory, no

globalclock,andcommunicatewith oneanotherby passingmessages.Messagepropaga-

tion delayis finite but unpredictable.

Distributedsystemsoffermany advantages,includingresourcesharingandfault-tolerance.

The latter can be achieved by replicatinga resourceat nodeswith independentfailure

modes.Replicationcanalsoimprove performancewhenload is sharedamongthenodes

thathaveinstancesof a resource.In many applications,usersneedto synchronizeaccessto

sharedresources.For example,whendatais replicatedto improveits availability, updating

the file requiresmutuallyexclusiveaccess.This is necessaryfor maintainingthe consis-

tency of thedata.Thesynchronizationtechniqueshouldwork in thepresenceof nodeand

communicationfailures.

Thedisadvantage,however, is thatthereadandwrite operationsperformedon a repli-

catedobjectby variousconcurrenttransactionsmustbe synchronized.For instance,two

write operationsfrom independenttransactionsmustnotbeallowedto simultaneouslyup-

datedifferentcopiedof theobject. In orderto achieve this synchronizationbetweenmul-

tiple copies,possiblyresidingatdifferentsites,additionalcommunicationsandprocessing

costis incurredascomparedto thecasein whichonly onecopyof anobjectexists.

1.1 Fault Tolerancein Distrib uted Mutual Exclusion

The mutual exclusion problemwas originally consideredin centralizedsystemsfor

thesynchronizationof exclusive accessto thesharedresource.In the problemof mutual
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exclusion,concurrentaccessto asharedresourceor theCritical Section(CS)mustbesyn-

chronizedsuchthatatany timeonly oneprocesscanaccesstheCS.In adistributedsystem,

dueto thelackof bothin sharedmemoryandaglobalclock,anddueto unpredictablemes-

sagedelay, thedesignof a distributedmutualexclusionprotocolthatis freefrom deadlock

andstarvation,is muchmorecomplex thanthatin a centralizedsystem.

Over thepastdecade,many protocolshave beenproposedto achieve mutualexclusion

in distributedsystems.Theseprotocolcanbeclassifiedinto two classes:token-basedand

non-token-based[38] (or permission-based[25]). In token-basedprotocols[27, 29, 31,

36,39], only thenodeholdingthetokencanexecutetheCS.In non-token-basedprotocols

[6, 22, 24, 32, 33, 37], a requestingnodecanexecutethe CS only after it hasreceived

permissionfrom eachmemberof a subsetof nodesin thesystem.In general,token-based

protocolssuffer from poor failure resilience. In particular, if the nodeholding the token

fails,acomplexity tokenregenerationprotocolmustbeexecuted,andthenarecoveryphase

mustbe reinitiatedto reconfigurethe whole network[26]. On the otherhand,for these

non-token-basedprotocols[6, 22, 24, 32, 33, 37], whenany nodein the subsetof nodes

from which one requestingnodemust get permissionfails, the requestingnodecannot

entertheCS.Therefore,althoughtheprimarynodeprotocol[4] requiresonly 3 messages

andMaekawa’s protocol[24] requires���&� �+� messages,they arevulnerableto nodeand

communicationfailures,whereN is thenumberof nodesin thesystem.

To makedistributedmutualexclusionprotocolsfault-tolerantto nodeandcommunica-

tion failures,many researchesapplythereplicacontrolstrategiesto achieve mutualexclu-

sion. Themajority voting protocol[40] andthequorumconsensusprotocol[15] aresuch

examples.However, theseprotocolsrequirehigh communicationcostwhich is �����,� due

to the largequorumsize.Althoughthesizeof a quorumcanbereducedby usingunequal

votes[15], theresultingprotocolis notafully distributedonebecausethenodeswith higher

weightbearmoreresponsibilityin controllingmutualexclusionthandoothers.
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1.2 Moti vations

To reducetheoverheadof achieving mutualexclusionwhile supportingfault tolerance,

many protocolsimposinga logical structureon thenetworkareproposed[3, 10,20]. The

hierarchicalquorumconsensusprotocol(HQC) [20] requires�����.-�/ 0&12� messages,thetree

quorumprotocol[3] requires���4365879��� messagesin thebestcaseanddegradesgracefully,

andthegrid protocol[10] requires�:� � ��� messages.All thequorumsconstructedfrom

theseprotocolscan be usedto replacethe set of nodesin Maekawa’s protocol [24] to

achievemutualexclusion.(Notethatin Maekawa’sprotocol,onlyonesetis associatedwith

eachnode,which makestheprotocolnon-tolerantto failures.While thesethreeprotocols

[3, 10,20] cansupporta nodewith severalalternativesets.)

In the thesis,we usea triangular meshapproachto develop protocolsfor distributed

mutualexclusion,in which thenodesin thesystemareorganizedinto a triangularmesh.

Weproposethreeprotocolsbasedonthetriangularmesh:thetriangular meshprotocol,the

triple triangular meshprotocolandthedynamictriangular meshprotocol.In thetriangular

meshprotocol,weassociatewith eachnodetwo specialpatterns.Thenodesin eachspecial

patternconstituteaquorum.In thetriple triangularmeshprotocol,aquorumcontainsnodes

from somesideof eachof threesubtrianglesin thetriangularmesh.In thedynamictrian-

gularmeshprotocol,threedynamicpathsconstituteaquorumin thegiventriangularmesh.

The quorumsizeof theseproposedprotocolsis � that is ����� ��� , where � �;�<� � � 	���
�
is thenumberof nodesin thesystem.In theworstcase,the triangularmeshprotocol,the

triple triangularmeshprotocolandthedynamictriangularmeshprotocolarefault-tolerant

upto ���$�= %� , ���$�= %� and ���$��(>� siteandcommunicationfailures,respectively. Fromour

simulationstudy, thesethreeproposedprotocolcanhavehigheravailability thanCheunget

al.’s grid protocol. Moreover, thequorumsizeof theproposedprotocolswill be lessthan

that in Kumar’s HQC protocolwhenN is greaterthanor equalto 15 andlessthanthat in

Agrawal etal.’s treequorumprotocolwhennodefailuresof somesortexist.
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1.3 Organization of the Thesis

Therestof thethesisis organizedasfollows. In Chapter2, wegive a survey of replica

control protocols. This doeshelp sincethe problemof distributedmutualexclusioncan

beconsideredasa specialcaseof thereplicacontrolproblem.Next, we presentthethree

proposedtriangular-mesh-basedprotocols,i.e., the triangularmeshprotocol,thetriple tri-

angularmeshprotocolandthedynamictriangularmeshprotocolin Chapter3, Chapter4

andChapter5, respectively. In Chapter6, westudytheperformance,includingavailability,

quorumsize,and fault-toleranceof theseproposedprotocols. We alsomakea compar-

ison of the proposedprotocolswith the other threeprotocolswhich also imposelogical

structureson the network,including the tree,the hierarchicalquorumconsensusandthe

grid protocol. Finally, Chapter7 givesa summaryandpoints out somefuture research

directions.
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CHAPTER II

A Survey of ReplicaControl Protocols

In this Chapter, we presentthesystemmodelanda survey of replicacontrolprotocols

includingconventionalonesandthoseprotocolsimposinglogical structures.Theconven-

tional methodsincludemajority voting, quorumconsensus,coteriesanddynamicvoting,

while theprotocolsimposinglogicalstructuresincludetree,grid andhierarchicalprotocols.

2.1 The SystemModel

A distributedsystemconsistsof asetof distinctsitesthatcommunicatewith eachother

by sendingmessagesover a communicationnetwork.No assumptionsaremaderegarding

thespeed,connectivity, or reliability of thenetwork.

We assumethat site failuresarefail-stop, i.e., nodesstopexecutingwithout perform-

ing any incorrectactionsandthatnodecrashesaredetectableby othernodes.We do not

considerByzantinefailures[30] wheresitesmayactin anarbitraryandmaliciousmanner.

Communicationlinks mayfail to delivermessages,too. Combinationsof suchfailuresmay

leadto partitioning failures, wheresitesin a partition maycommunicatewith eachother,

but no communicationcanoccurbetweensitesin differentpartitions.A sitemaybecome

inaccessibledueto siteor partitioningfailures.

A distributed databaseconsistsof a set of objectsstoredat several sitesin a com-

puternetwork. Usersinteractwith the databaseby invoking transactions. A transaction

is a partially orderedsequenceof readandwrite operationsthat areexecutedatomically.

The executionof a transactionmust appearatomic, i.e., a transactioneither commitsor

aborts. A commonlyacceptedcorrectnesscriteria in databasesis theserializableexecu-

tion of transactions.Theserializableexecutionis guaranteedby employinga concurrency

5



control mechanism,e.g., locking, timestampordering,or optimistic concurrency control

protocols.

In areplicateddatabase,copiesof anobjectmaybestoredatseveralsitesin thenetwork.

Multiple copiesof an object must appearas a single logical object to the transactions.

This is termedasone-copyequivalenceandis enforcedby a replicacontrol protocol.The

correctnesscriteriafor replicateddatabasesis one-copyserializability, whichensuresboth

one-copyequivalenceandtheserializableexecutionof transactions.

Wenow formally definethereplicacontrol problem. In orderto ensureone-copyequiv-

alence,eachobject ? hasassociatedwith it a readquorumanda write quorum. A read

operationis executedby accessingcopiesthatconstitutea readquorum,andthenby read-

ing a copywith thehighestversionnumber. A write operationis executedby writing the

copiesin a write quorum,andassigningthema versionnumberthat is onemorethanthe

maximumencounteredin thewrite quorum.To ensureone-copyequivalencethereadand

write quorumsmustsatisfythefollowing two conditions:

1. Write-write Intersection Property. If 7 , @ aretwo write quorums,thenthey must

have anonemptyintersection,i.e., 7�A,@CB�ED .

2. Read-write Intersection Property. If 7 is a write quorumand @ is a readquorum,

thenthey musthave anonemptyintersection,i.e., 7�A,@CB�ED .

Theproblemof mutualexclusionis a specialcaseof thereplicacontrolproblem.Con-

sider an object ? , whereno distinction is madebetweenreadand write operations. In

this caseany quorummay be usedby a reador a write operation,andtrivially both the

read-writeandwrite-writeconditionsof replicacontrolaresatisfied.

2.2 Conventional ReplicaControl Protocols

In this section,we briefly describethe conventionalreplicacontrol protocolssuchas

majorityvoting [40], quorumconsensus[15], coteries[13] anddynamicvoting [19].
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2.2.1 Majority Voting

Voting is a commontechniqueto ensurethatonly a singlegroupof nodesin a faulty

distributedsystemperformssomerestrictedoperation. For example,voting canbe used

to managereplicateddata[15, 40]. In this application,a networkpartitioncanbreakthe

systeminto isolatedgroups. If thesegroupswereallowed to independentlymodify their

copiesof the data,thedatawould divergeandinconsistencieswould arise. Votescanbe

usedto avoid this. Sinceat mostonegroupcanhave a majority, only onegroupat a time

will updatethe database.Voting canalsobe usedin otherapplicationslike coordinator

election[13] andmodularredundancy systemsfor fault tolerantcomputing[35].

Although voting guaranteesthat therewill never be morethanonegroupperforming

the restrictedoperationat the sametime, it cannotguaranteethat therewill be an active

group. For example,considera systemwith threenodes��FHG , and I , whereeachnodehas

a singlevote. If a partition terminatescommunicationsbetweenall pairsof nodes,then

no groupwill have a majority of two votes,andno nodewill performtheoperation(e.g.,

updatethedatabase).Similarly, if nodes� and G crash,nodeI will bein thesamesituation.

We call a systemstatehaltedif therestrictedoperationcannotbeperformedby any node.

The assignmentof votesor the choiceof setof groupscanhave a critical effect on

the reliability of a distributedsystem[13]. Consider, for example,a systemwith nodes

��FHG>FJI and K andanassignmentthatgivesonvoteto each.Thisseemslike a naturalchoice

becauseit giveseachnodeequalweight. Sincethreevotesareneededfor a majority, this

is equivalent to the setof groups LM�ON"NP�9FJG>FHIRQSF8NP�9FJG*FJKTQSF8NP�9FJI*FJKTQSF8NPG*FUI*FJKTQ"Q . But now,

consideranassignmentthatgivesnode� two votesandtherestasinglevote.Themajority

is still threevotes,sothis is equivalentto VW�WN"NP�9FJGRQSF2NP��FJIXQSF8NP�9FJKTQSF8NPG*FJI*FJKTQ"Q . Set V and

its associatedvoteassignmentis clearlysuperiorto L becauseall groupsof nodesthatcan

operateunder L canoperateunder V , but not vice versa.For instance,� and G canform a

groupunder V but not under L . So,if thesystemsplits into group NP�9FJGXQ and NPI*FJKTQ , there

will beoneactive groupunder V but noneunder L . Soclearly, no systemdesignershould

ever selectset L (or its equivalentvoteassignment),in spiteof thefact it seems”natural.”

7



We usetheterms”R dominatesS” to meanthat V is alwayssuperiorto L . Obviously, we

wantto ignoredominatedsets(or voteassignments).

2.2.2 Quorum Consensus

Many distributedmutualexclusionalgorithmsarebasedon the conceptsof quorums.

A quorumis definedasa setof nodes.To accessa sharedresource,permissionsfrom a

quorumof nodesshouldbeobtained.Exclusiveaccessof thesharedresourcesisguaranteed

by requiringthatany two quorumscontainat leastonecommonnode.In this way, for any

two attemptsto accessthesharedresource,at leastonenodedetectsthesetwo attemptsand

thusat leastonenodecanschedulethesetwo attemptsto ensuretheexclusive useof the

sharedresource.

Thequorumconsensusalgorithmdescribeshow accessby readandwrite operationsto

Y copiesof a replicatedobjectcanbesynchronized.A readoperationmustlock Z8[ copies,

anda write mustlock Z2\ copies,suchthat

Z8[^]_Z8\,` Y , and

 PZ8\+` Y .

Thesetwo constraintsarecalledquorumintersectionconditions. Basically, a write opera-

tion mustassemblea quorumof Z8\ copies,while a readmustgatherat least Z8[ copies,and

in eachcaseidentify thecopywith thehighestversionnumber. (A versionnumberis main-

tainedwith eachcopy, andis incrementedevery time anupdatetakesplace.)Underthese

conditions,thereadandthewrite quorumsaresaidto intersect; i.e., every pair consistsof

onereadandonewrite, or two write quorumshasat leastonecopy in commonbetween

thetwo quorums.Moreover, any setof Z [ copieswill alwayscontainat leastonecopywith

themostrecentversion.

8



2.2.3 Coterie

A coterie,thegeneralnotionof quorumsproposedby Lamport[23] aswell asGarcia-

Monlina andBarbara[13], is a setof setswith the propertythat any two membersof a

coteriehave anonemptyintersection.

In [13], thefollowing definitionsandtheoremsaboutcoteriesareprovided.

Definition 2.1 Coterie: Let a bethesetof nodesthat composethesystem.A setof groups

L is a coterieunder a iff

b!ced L impliesthat c B�fD , and ceg a .

b Intersection property: IF c F8h d L , then c and h musthaveat leastonecommon

node.

b Minimality: There are no c F2h d L such that cei h .

Notethatnot all nodesmustappearin a coterie.For instanceN"N aQ"Q is a coterieunder N a,

b, c Q .

Definition 2.2 Dominationfor Coteries:Let VjF8L becoteries(under a ). V dominatesL
iff VkB�eL and,for each h d L , there is a cld V such that clg h . (We saythat c is the

groupthatdominatesh ).

Definition 2.3 DominatedandNon-dominatedCoteries: A coterie L (under a ) is domi-

natediff there is anothercoterie(under a ) which dominatesL . If there is nosuch coterie,

then L is non-dominated(ND).

A dominatedcoterieshouldnot beusedbecausethereis a coteriethatprovidesmore

protectionagainstpartitions[13] andincurslesscommunicationoverhead.Moreover, non-

dominatedcoteriesare more resilient to networkandsite failures than dominatedones;

that is, the availability andreliability of a distributedsystemis betterif ND coteriesare

used[28]. For instance,thecoterie N"NP�9FJG>FHIRQSF8NPI*FJKmF8n*Q"Q shouldbereplacedby N"NPIXQ"Q , and

the coterie N"NP��FJGXQSF8NPG*FJIXQ"Q shouldbe replacedby N"NP��FJGXQSF8NP�9FJIXQSF8NPG>FHIRQ"Q or by N"NPGRQ"Q . To

9



checkif acoterieis ND withoutenumeratingall othercoteries,wecanapplythefollowing

theorem[13]:

Theorem2.1 Let L bea coterieunder a . L is dominatediff there existsa group cMg a
such that

1. c is nota supersetof anygroupin L .

2. c hastheintersectionproperty. Thatis, oph d LqF c A,h�B�fD .

Coterieshave advantagesover thevoting schemesincethereareND coteriessuchthat

novoteassignmentscorrespondsto them.For example,theND coterie

L � � N"NP��FJGXQSF8NP�9FJI*FJKTQSF8NP�9FJI>F2n>QSFJNP�9FJKmFJrsQSF2NP��FJnPFJrsQSF8NPG*F
I>FJrtQSF8NPG*FJKmF8n*Q"Q cannotbe repre-

sentedby votes.To seethis,onecansetup inequalitiesfor theconstraintsthatvotesmust

satisfy(e.g., u>v4���w�p])u*v4�4GX� MAJ( u>v ), whereMAJ( u>v ) is the votemajority in u>v ). It is then

simple to seethat the inequalitieshave no solution. Moreover, the total numberof vote

assignmentsis of theorderof O( *x^y ), andtotal numberof setof groupsis of theorderof

O( �Uz*{ ), where � is thenumberof nodesin thesystemand I is a constant.As you can

see,voteassignmentsyield only a very smallportionof theND coteries,thuscoteriesare

a morepowerful conceptthanvote assignments.However, it canbe shown [13] that in

systemswith five or lessnodes,all ND coterieshave correspondingvoteassignments.In

otherwords,with five or lessnodes,coteriesandvotesareequivalentconcepts,andonly

with six or morenodes,aretherecoteriesthathave novoteassignment.

A secondadvantageof coteriesis that they areeasierto enumeratebecausethey have

no duplicates(i.e., all duplicatevoteassignmentcorrespondto theND voteassignments)

for systemswith five or lessnodesis extremelysmall. It seemscounterintuitive, but for

four nodesthereareonly threebasicchoicesthatmakesense:giveonenodeall votes;give

threenodesasinglevoteandthefourth none;or give onenodetwo votesandtherestone.

Consideringpermutations,this becomesa total of 12 choices.(Contrastwith the  �4| �W(
or 32,767possiblesetsof groupsfor a 4-nodesystem.)No othercasesneedbeconsidered

for anoptimizationprocedure.Evenfor fivenodes,thereareonly sevenbasiccases,or 131

10



includingpermutations(which is muchsmallerthanthemorethan  � (~}>� possiblesetsof

groups).

Disadvantagesalsoexist. Voting is appealingbecauseit is flexible andcanbe easily

implemented. In contrast,in a systemthat usescoteries,operationsmust know all the

groupsof the coterieandtest if the nodesthat respondedpositively to its requestform a

groupof thecoterie.In acoterie-basedsystem,addingandremoving anodemaycausethe

additionanddeletionof numerousgroups[8].

Toward the generalcoteriedesign,Garcia-MolinaandBarbaradefineda domination

relationbetweencoteriesin order to narrow down the solutionspaceconsideredby the

systemdesigner. Garcia-MolinaandBarbara[13] developeda transformationalgorithmto

enumerateND coteriesfor small systems.By this enumeration,someobjective functions

may bemaximized. However, theTA proposedin [13] is not appropriatefor the caseof

large coteriedesigndue to the unexpectedpropertiesof the new producedND coterie.

Thepartialenumerationalgorithmproposedin [13] is alsonot appropriatedueto its high

computationcomplexities.

NeilsenandMizuno proposea join algorithm[28], which takesnonemptycoteries,as

input, and returnsa new, larger coterie. The new coterieis calleda compositecoterie.

They prove thata compositecoterieis nondominatedif andonly if the input coteriesare

nondominated.

In [17], by assigningaBooleanvariableto eachelementin a , IbarakiandKamedarep-

resenta family of subsetsof a by aBooleanfunctionof thesevariables.They characterize

theND coteriesasexactly thosefamilieswhich canbe representedby positive, self-dual

functions.In thisBooleanframework, they prove thatany functionrepresentinganND co-

teriecanbedecomposedinto copiesof thethree-majorityfunction,andthisdecomposition

is representableasabinarytree.

In [34], Shouand Wang provide a simple way to producenew larger ND coteries

throughtransformationform smallerND coteries.By systematicallyapplyingour transfor-

mation,coteriescanscalewell for a largenumberof nodes.
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Theproblemof enumeratingcoteriessothatperformancecanbeoptimizedby choosing

thebestonehasbeenaddressedby several researchers.In [13], analgorithmis described

that canbe usedto generatea subsetof the mutualexclusion coterieswhich includeall

coteriesobtainedfrom vote assignments.The authorspresentedan algorithm in [7] to

generateall voteandquorumassignmentsthatneedto beconsideredin optimizingreading

andwriting of replicateddata. The methodpresentedin [21] generatesa subsetof the

mutualexclusioncoteriesobtainedfrom voteassignments.

2.2.4 Dynamic Voting

Thequorum-basedmethodsstatedaboveareall static; thatis, thosecoterieadoptedare

not changedaccordingto the stateof the system. In contrast,dynamicschemesusethe

stateinformationto determinethebestquorumsetof to reconfigurethe logical structure,

andadaptinvocationalgorithmssuchthat theavailability of the systemcanbe improved

[5, 12,16,19].

The weaknessof majority consensusvoting andof all otherstaticvoting protocolsis

thatthequorumis fixed–itcannotchangeoncethesystemhasbegunoperation.Becauseof

this, a few failurescanrenderthedatainaccessible.Dynamicvoting [11] is a consistency

andrecovery controlalgorithmfor replicatedobjectstailoredto environmentssusceptible

to site failuresandnetworkpartitions.Dynamicvoting algorithmsareespeciallyinterest-

ing becausethey providehigh reliability andavailability while handingnetworkpartitions

correctly. This policy adjuststhenecessaryquorumof physicalcopiesrequiredfor anac-

cessoperationwithout manualintervention. A groupof physicalcopies,comprisedof a

majority of the currentphysicalcopiesthat cancommunicateamongthemselves, is re-

ferredto asthemajorityblock. Their implementationis complicatedby therequirementof

instantaneousstateinformation,which is costlyin termsof networktraffic.

Basically, dynamicvotingis basedontheconceptof theconnectionvector. Theconnec-

tion vectorinstantaneouslyrecordsthestateof thenetworkwith respectto all sites.Each

physicalcopyof a replicateddataobjecthasanassociatedensembleof stateinformation

consistingof theversionnumberandpartitionvector. The versionnumberof a physical

12



copyrepresentsthenumberof successfulwrite operationsto thefile thatareknown to the

physicalcopy. Thepartitionvectorat site recordstheversionnumbersof all sitesasthey

weremostrecentlyreceivedby thatsite.

In its original form dynamicvotingallowsaccessesto proceedsolongasastrictmajor-

ity of thecurrentphysicalcopiesareaccessible.In situationswherethenumberof current

physicalcopieswithin a groupof mutually communicatingsitesis equalto the number

of currentcopiesnot in communication,dynamicvoting cannotproceedanddeclaresthe

replicatedfile to beinaccessible.

Thebasisof coreprotocolis thealgorithmfor detectingwhethertheaccessrequestis

originatingwithin the majority partition. Sincetherecanbe only onemajority partition,

mutualexclusionis guaranteedandconsistency is preserved.

The advantagesof the dynamicvoting schemeover the staticonearesummarizedas

follows:

1. The numberof sitesnecessaryfor anupdateis a functionof thenumberof current

copiesin existenceat thetimeof theupdate.

2. Thusrequiredquorumchangesdynamicallywithoutany manualintervention

3. Thusrequiredquorumchangesdynamically(without any manualintervention)ac-

cording to changesin the configurationthat aredue to site and/orcommunication

link failures.

4. A file canbeupdatedin a partitionif it containsmorethanhalf of thecurrentcopies

ratherthanhalf of theall copies.

5. Simpleto stateaswell asimplement.

6. It doesnot requirea complicatedmessage-basedcoordinationmechanism.

13



2.3 Quorum ProtocolsImposing Logical Structur es

Conventionalalgorithmsfor managingreplicateddata,suchasmajorityvoting[40] and

quorumconsensus[15], requirethatamajorityof datacopiesbeaccessedfor write access.

Variations[18] of the quorumconsensusalgorithm have beenproposedto improve the

availability of thequorumconsensusprotocol.Theadvantagesof thesealgorithmsarethat

they offer veryhighavailability. However, thedataaccessingcostis very highbecausethe

quorumsizeis O( � ), where � is thenumberof datacopies.

Recently, many algorithmshave beenproposedto exploit a logical structuringof data

copiesto reducethequorumsizewhile keepinghighavailability. Recentresearchon man-

agementof replicateddatahasfocusedon organizingmultiple copiesof an objectinto a

logical structure[2] andexploiting it to obtainsmallerquorumsizesthanis possiblewith

conventionalmethods.Examplesof techniquesbasedonlogicalstructureare:treeprotocol

[1], grid protocol[9] andhierarchicalquorumconsensus[20]. In this section,we give a

brief descriptionof theseprotocolsimposinglogical structures.

2.3.1 TreeProtocol

In [1], it is proposedthat the Y copiesof an objectbe logically organizedto form a

completebinarytree;i.e., if � is thelevel of thetree,thenit has �U	9� ��( copies,wherethe

root is at level 0. Thestandardtreeterminology, i.e., root, child, parent,leaf, etc.,is used.

A pathin thetreeis definedto beasequenceof copied� � FJ� � FX�~�X�8FH� v FJ� v 	�� FX�~�X�XFJ�X� suchthat

�Xv 	�� is a child of �Xv .
Thealgorithmfor constructinga quorumfor a binarytreecaninformally bedescribed

asfollows. A quorumis constructedby selectingany pathstartingfrom therootandending

with any of theleaves.If successful,thissetof copiesconstitutesaquorum.If apathcannot

be constructeddueto the inaccessibilityof a copy, I , residingon a failed or inaccessible

site(dueto partitioningfailures),thenthealgorithmmustsubstitutefor thatcopywith two

paths,bothof which startwith thechildrenof copy I andterminatewith leaves.Notethat

eachpathmustterminatewith a leaf, henceif thelastcopyin thepathis inaccessible,the

14
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Figure2.1 A completebinarytreeof sevencopiesof a replicatedobject

operationmustbeaborted.It is shown thatin thebestcasethesizeof thequorumis 36587 Y .

This caseariseswhenthereareno failuresor undercertainfavorablefailure distributions.

In the worst case,the sizeof the quorumincreasesto � Ys�  P� . This situationoccurs,for

example,whenall interior nodesof the treeareinaccessible.In Figure2.1,7 copiesof a

replicatedobjectareorganizedinto a completebinarytree. Whenthereis no inaccessible

sites,thesetsof nodes,N 1, 2, 4 Q , N 1, 2, 5 Q , N 1, 3, 6 Q and N 1, 3, 7 Q areexamplesof

valid quorums.If theroot is inaccessible,thesetsof nodes,N 2, 4, 3, 6 Q and N 2, 5, 3, 6 Q
areexamplesof valid quorums.Now, if node1, 2, and3 areinaccessible,thesetof node N
4, 5, 6, 7 Q is avalid quorum.

A simpleextensionof this protocol for readandwrite accessrequiresthat both read

andwrite operationsobtainquorumsusingthe treeprotocol. Thus,the sizesof the read

andwrite quorumsrangefrom log Y to � Ys�  �� . However, this schemehastheundesirable

propertythat there is unnecessaryredundancy sincetwo readoperationsalwayshave a

nonemptyintersection.Thus,theefficiency of thissolutionis attheexpenseof unnecessary

redundancy for readoperations.

Theavailability of quorumsin thetreeprotocolis alsosensitive to failure patterns.In

theworstcase,thefailureof log Y sites,whichform apathin thetree,preventtheformation

of thequorum.On theotherhand,if every siteexcepttheabove log Y sitesfail, a quorum

canstill beconstructed.Thusin thebestcasetheprotocolcantolerateY ��36587 Y failures.
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Figure2.2 A
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grid in thegrid protocol

2.3.2 Grid Protocol

Thegrid protocol[10] logically arrangesthenodesin thesysteminto a grid network.

Theprotocolalsoassumesthatnodefailuresarefail-stop. A readquorumgroupcontains

exactly onenodefrom eachcolumn. A write quorumgroupconsistsof nodesin a read

groupandall nodesin a columnof thegrid. Figure2.2 shows a
�+�+�

grid. The setsof

nodesN 5, 6, 11, 16 Q and N 2, 6, 10, 14, 9, 7, 16 Q constitutea readanda write group,

respectively. Thegrid topologyis only aconceptualtool usedto describetheprotocol.The

availability of quorumsin thegrid protocolis sensitive to failure patterns.In particular, if

onecolumnis notaccessible,neitherreadnorwrite quorumcanbeformed.If weconsider

a � � � � � grid, thesizeof readandwrite quorumis � � and  � �e��( , respectively. In

theworstcase,readandwrite operationsareresilientto � �M�)( failures.In thebestcase,

readandwrite operationsareresilientto �M� � � and �M�� � ��]E( failures.

2.3.3 Hierar chical Quorum Consensus

Thehierarchicalquorumconsensusprotocol[20] logically organizesa setof copiesof

an object in a databaseinto a multilevel tree(of depth � ) with the root as level 0. The

physicalcopiesof anobjectarestoredonly in theleavesof this treeor at level � , while the

higherlevel nodesof thetreecorrespondto logicalgroups.A nodeat level � , where� varies
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Figure2.3 Organizes9 copiesinto a 2-level hierarchy

from 0 to ����( , is viewedasa logical groupwhich in turn consistsof 3�v 	�� subgroupsat

level ��]�( . A quorumis associatedwith eachlevel andto accessalogicalgroupatacertain

level, aquorumconsistingof its subgroupsmustbefirst assembled.A read(write) quorum

at level � is definedasthenumberof subgroupsof a level �t��( groupthatmustbe locked

by a read(write) operationto obtain read(write) accessto the group. The read(write)

quorumat level � is denotedby �8v��4��v6� . Note that this is a recursive definition. Therefore,

eachlevel � groupmustin turnassemble�8v 	9� of its subgroupsat level ��]+( , andsoon. This

would eventuallytranslateinto a quorumconsistingof physicalcopiesof theobject. For

���e(�F~�X�X�XFJ� , �8v&Ft��v4F and 3�v mustsatisfythefollowing constraints:

�8v9]���v�`)3�v4FJ� Y K (2.1)

 �����vq`)3�v4� (2.2)

To performread(write) operationson thereplicatedobject,a read(write) quorumat level

0 mustbeobtainedfirst. In Figure2.3,9 copiesof a replicatedobjectareorganizedinto a

2-level hierarchywith 3 � �f3 � �E� , and � � �f� � �f� � �f� � �) . Thesetof nodesN 1, 2, 5,

6 Q is a valid quorumsincetheset N 1, 2 Q and N 5, 6 Q constitutea quorumat nodea and

b, respectively. Thesetof nodesN a, b Q in turn constitutesa quorumat root. Also, theset

of nodesN 1, 2, 7, 9 Q and N 5, 6, 7, 8 Q arevalid quorums.

17



The quorumsizeof this protocol is �.-�/ 0&1 . Contrastthis with the majority consensus

methodwherethequorumsizeis � x 	9�� � . It is evidentthatthequorumsizein thehierarchi-

cal quorumconsensusprotocolwill grow at a muchslower ratewith respectto � thanin

themajority votingmethod.
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CHAPTER III

The Triangular MeshProtocol

In this Chapter, we presentthe triangularmesh(TM) protocol. We first give the def-

initions andexamplesof TM quorums.Next, we describethe algorithmfor constructing

a quorumof thetriangularmeshprotocol. Then,we presenta proof of correctnessof the

proposedprotocol.Finally, severalpropertiesof theprotocolaredescribed.

3.1 Definitions

We organizenodesinto a triangularmesh.A k-triangularmeshconsistsof a vertex set�
andanedgeset � .

�
is definedasa setof �4?tFp�w� -tuples,where ?tFJ� areboth integers,

}��W?+�W�=�)( , }��W���W�=�)( and }���?�]����W�=�)( . They-axis is slantedto theright

30 degreeto accommodatetheleft-handsideof theright triangle. � is definedasa setof

vertex pairs �4u � FJu � � , where u � and u � arein
�

, u � ����? � FJ� � � , uS �����? � FJ� � � and ? � , � � , ? �
and � � satisfyoneof thefollowing conditions:

? � ��? � �f� � �C� � ��(�F
? � ��? � �f� � �C� � ��(�F� ? � ��? � � ] � � � ��� � � �e(��

A 6-triangular meshis shown in Figure3.1. In this example,node3 is at ��}TF^�"� andnode

13 is at �4�SF�(>� . Theleft-hand,right-handandbottomsidesof theright trianglearereferred

to asside0, side1 andside2, respectively.

Definition 3.1 Each quorumconsistsof a centerand subquorumi, for i = 0, 1, 2. Sub-

quorum � consistsof nodesof a subcolumnparallel with a sidedeterminedby the typeof

quorum,startingat thecenterandendingat side � .
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Figure3.1 A 6-triangularmesh

Definition 3.2 Thesubquorumi of a type-1quorumis parallel with side ������]E(>����5>Kj�"� ,
for i = 0, 1, 2.

Example3.1 In Figure3.2-(a),theset N 7, 3, 8, 9,11,16 Q constitutesaquorumwhose

centeris 7. In Figure3.2-(b),a quorumconsistsof theset N 9, 5, 2, 0, 13,18 Q , with node

9 asits center, andsubquorum1 of this quorumcontainsthecenteronly. Also, theset N
15,16,17,18,19,20 Q is a valid quorumwhosecenteris node15,andsubquorum0 and

2 containthecenteronly.

Definition 3.3 Thesubquorumi of a type-2quorumis parallel with side �q�4��]  %� mod3 � ,
for i = 0, 1, 2.

Example3.2 In Figure3.3-(a),theset N 8, 7, 6, 5,13,19 Q constitutesaquorumwhose

centeris 8. In Figure3.3-(b),a quorumconsistsof theset N 18, 17, 16, 15, 13, 9 Q , with

node18 asits center, andsubquorum2 of this quorumcontainsthecenteronly. Also, the

set N 20,19,18,17,16,15 Q is a valid quorumwhosecenteris node20,andsubquorum1

and2 containthecenteronly.

We candescribethe quorumdefinedabove in anotherway. A quorumconsistsof a

centerandsubquorum� , for ���¡} , ( ,  . Subquorum� is asequenceof nodes,�4u - FX�X�~�XFJu>¢£� ,
whereu - is thecenterof thequorum,and u*¢ is theendingnodeof thesubquorum.For any
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Figure3.2 Examplesof type-1quorumsin TM: (a)atype-1quorumin a6-triangularmesh;
(b) a type-1quorumwhosesubquorum1 containsonly thecenter.
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Figure3.3 Examplesof type-2quorumsin TM: (a)atype-2quorumin a6-triangularmesh;
(b) a type-2quorumwhosesubquorum2 containsonly thecenter.
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two adjacentnodesuR¤ , uR¤ 	�� , for ¥¦�§}TF~�X�X�XFJ�M��( , they mustsatisfyoneof thefollowing

conditionsaccordingto � :
1. For type-1quorum:

(a) ?T¤ 	�� ��?T¤£�¨�:( and �R¤ 	�� ���X¤£��( , when �<�E} ;
(b) ? ¤ 	�� ��? ¤ �¨( and � ¤ 	�� �f� ¤ , when �^�W( ;
(c) ?T¤ 	�� �f?T¤ and �X¤ 	�� ���R¤��W��( , when ���f .

2. For type-2quorum:

(a) ? ¤ 	�� ��? ¤ �¨�:( and � ¤ 	�� �E� ¤ , when ���f} ;
(b) ?T¤ 	�� �f?T¤ and �X¤ 	�� ���R¤��W( , when �^�W( ;
(c) ? ¤ 	�� ��? ¤ �¨( and � ¤ 	�� ��� ¤ �e�:( , when �<�E .

Also, we will call aquorum”associatedwith” node? if it usesnode ? asits center.

3.2 The Algorithm for Constructing Quorums

In ouralgorithmto constructaquorum,eachnodeis associatedwith two kindsof infor-

mation:nodestatusandquorumstatus. Nodestatusindicateswhethera nodeis Available,

Unavailableor Unknown. Quorumstatusshows thatwhetherit is possibleto constructa

type-1or type-2quorumusinga given nodeasits center. Initially, we setnodestatusto

beUnknown, andquorumstatusto be Type-1MaybeAvailable,Type-2MaybeAvailable

for all nodes. The set Y 5*KTn 5*r Z�©95*�*©�� is usedto recordthe nodeswhich grant the re-

questandareincludedin thequorumbeingconstructed.Theset Y 5*KTn 7ª�*� Y�« n~K is usedto

recordthenodesgrantingtherequestbut notbelongingto Y 5*KTn 5>r ZP©�5*�*©9� . First,we try

to constructa type-1quorumassociatedwith the requestingnode. If onefailed nodeis

encountered,we find thosenodeswhich will containthe failed nodein their type-1quo-

rum andmark thesenodesasType-1Unavailable, sincethe failed nodewill prevent the

constructionof type-1quorums,which is provedin lemmas1 and2 in Section3.4. Also,

we find thosenodeswhich will containthe failed nodein their type-2quorumandmark
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thesenodesType-2Unavailable. Next, if thereexists any nodein nodegrantedwhich

is Type-1MaybeAvailable, we try to constructits associatedtype-1quorumwhich will

containthelargestfractionof nodegranted. If it fails, all nodesin nodegrantedaretype-

1 Unavailable. Then,we try to constructa type-2quorumin the similar way. If it fails

again,we will find whetherthereexists a nodewhich hasnodestatusequalto Unknown

andquorumstatusequalto Type-1MaybeAvailable or Type-2MaybeAvailable. If such

a nodeexists, we repeatthe above stepsagainto constructa type-1 or type-2 quorum.

Whenall of the casesfail, thereis no type-1or type-2quorumavailable. (Note that in

Section4.3, we show oneof patternsof failed nodeswhich prevent the constructionof

any quorum).Figure3.4and3.5show theflowchartsfor procedureconstructquorumand

constructsubquorums, respectively.

Algorithm for the Triangular Mesh Protocol

procedure initialize status;
begin

for eachnode(x, y) in thesystemdo
set status(x,y, Unknown,Type-1Maybeavailable,Type-2Maybe available);

emptythelists: nodeof quorum,nodegranted;
end; (* initialize status*)

procedure constructsubquorums(quorumtype: integer, center): boolean;
var subquorum: integer;(* indicatewhich subquorumis beingconstructed*)

subquorumfinished: boolean;
begin

for subquorum= 0 to 2 do
begin

set(i, j) to center.
subquorumfinished= FALSE;
repeat

if (querystatus(i,j, Unknown) == TRUE) then
begin

if (request(i,j) == GRANTED) then
begin

setstatus(i,j, Available);
addnode(i, j) into nodeof quorum;
if (querystatus(i,j, EndingPoint,subquorum) == TRUE) then

subquorumfinished= TRUE
elseset(i, j) to thenext nodeaccordingto subquorumandquorumtype;

end
else(* requestis deniedby (i, j) *)
begin

setstatus(i,j, Unavailable);
for all nodes(x, y) belongingto type-2quorumwhosecenteris (i, j) do

set status(x,y, Type-1Unavailable);
for all nodes(x, y) belongingto type-1quorumwhosecenteris (i, j) do

set status(x,y, Type-2Unavailable);
appendthecontentof nodeof quorumto nodegranted;
emptynodeof quorum;
return (FALSE);
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Figure3.5 Theflowchartfor procedureconstructsubquorumsin TM

25



m
ov

e 
no

de
 (

i, 
j) 

fr
om

no
de

_g
ra

nt
ed

no
de

_o
f_

qu
or

um
to

B

no
de

_o
f_

qu
or

um
to

no
de

_g
ra

nt
ed

ap
pe

nd
 th

e 
co

nt
en

t o
f

no
de

_o
f_

qu
or

um
em

pt
y

re
tu

rn
 (

F
A

LS
E

)

no
de

 (
i, 

j)
A

va
ila

bl
e?

en
di

ng
 p

oi
nt

 o
f

Is
 n

od
e 

(i,
 j)

 a
n

th
e 

su
bq

uo
ru

m
?

su
bq

uo
ru

m
_f

in
is

he
d

<
- 

T
R

U
E C

su
bq

uo
ru

m
an

d
qu

or
um

_t
yp

e

se
t (

i, 
j) 

to
 th

e 
ne

xt
no

de
 a

cc
or

di
ng

 to

Y
es

N
o

Y
es

N
o

Figure3.5 Theflowchartfor procedureconstructsubquorumsin TM (continued)
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end;
end;
else(* querystatus(i,j, Unknown) == FALSE, maybeAvailableor Unavailable*)
begin

if (querystatus(i,j, Available)== TRUE) then
begin

move node(i, j) from nodegrantedto nodeof quorum;
if (querystatus(i,j, Ending Point,subquorum) == TRUE) then

subquorumfinished= TRUE
else

set(i, j) to thenext nodeaccordingto subquorumandquorumtype;
end
else(* node(i, j) is Unavailable*)
begin

appendthecontentof nodeof quorumto nodegranted;
emptynodeof quorum;
return (FALSE);

end;
end;

until (subquorumfinished);
end; (* for *)

end; (* constructsubquorums*)

procedure constructquorum:boolean;
var loop: boolean;
begin

initialize status;
usetherequestingnodeascenter;
while (TRUE) do
begin

loop = FALSE;
repeat

if (constructsubquorums(1,center) == TRUE) then
begin

releaseall thenodesnot includedin thequorum;
return(TRUE);

end;
from nodegranted, anodeis choosedascenterwhich is Type-1MaybeAvailableand
whoseassociatedtype-1quorum,if available,will includethelargestfractionof nodegranted;
if no nodeof this kind is availablethen loop= TRUE;

until (loop);
loop = FALSE;
repeat

from nodegranted, anodeis choosedascenterwhich is Type-2MaybeAvailableand
whoseassociatedtype-2quorum,if available,will includethelargestfractionof nodegranted;
if no nodeof this kind is availablethen loop= TRUE
else
begin

if (constructsubquorums(2,center) == TRUE) then
begin

releaseall thenodesnot includedin thequorum;
return(TRUE);

end;
end;

until (loop);
selecta nodewhich is Unknown, andeitherType-1MaybeAvailable
or Type-2MaybeAvailableor both;
if no suchkind of nodecanbefoundthen
begin

releasenodesin nodegranted;
return(FALSE);

end;
usetheselectednodeascenter;
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end; (* endwhile *)
end; (* constructquorum*)

3.3 Proof of Corr ectness

To show thattheproposedprotocolcanensuremutualexclusion,thefollowing theorem

is used.

Theorem3.1 Anytwoquorumsof thetriangular meshprotocolintersect.

Proof. We prove by first constructinga quorum ? , thenfurtherconstructionof a quorum

� will intersectsomenodein quorum ? . Therearethreecaseswhich shouldbetakeninto

accountaboutwherethecenterof quorum ? is:

(1) If thecenterof quorum ? is a nodeinsidethetriangularmesh,quorum ? will divide

thetriangularmeshinto threeregionsandnonodesof quorum? belongto any region.

To preventfrom intersectingquorum ? , thecenterof quorum � shouldresidein any

region. Sinceeveryregioncanprovidenodesof two sides,only theothertwo regions

canprovidenodesof thethird sidewhich quorum� needs.Thepathfrom thecenter

of quorum� to anotherregionwill intersectsomenodeof quorum? sinceevery two

regionsareseparatedby quorum ? .
(2) If the centerof quorum ? resideson any of threesidesbut is not any of threecor-

ners,quorum ? will divide the triangle into two regions. Sinceevery region can

providenodesof two sides,only theotherregioncanprovidenodesof thethird side

whichquorum � needs.Thepathfrom thecenterof quorum � to anotherregion will

intersectsomenodeof quorum? .
(3) If thecenterof quorum? is oneof threecorners,quorum? will containall nodesof

onesideof thetriangularmesh,quorum � will intersectquorum ? at leastonenode

sincequorum� mustgetat leastonenodefrom everyside. ¬
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3.4 Propertiesof the Protocol

Thefollowing lemmasshow how a failed nodeaffectstheconstructionof quorumsof

othernodes.

Lemma 3.1 In a k-triangularmesh,givena node? , thenthosenodesof thetype-1quorum

associatedwith ? will includenode? in their associatedtype-2quorums.

Proof. Let ��? - Fq� - � bethe ��?tF��m� -tupleassociatedwith node ? . Threesetsof nodes:

NS�4?tFq? - ]�� - ��?­� � }®�f?¦�f? - QSF (3.1)

NS�4©=��� - F�� - � � ? - ]_� - �f©¦�f�®�)(>QSF (3.2)

NS�4? - Fq�m� � }¯�f�=��� - QSF (3.3)

constitutesubquorum0, 1, 2 of thetype-1quorum,respectively. And thefollowing sets:

NS�4?tFq� - � � }®�f?¦�f? - QSF (3.4)

NS�4? - Fq©��C? - � � ? - ]�� - �f©����®�)(*QSF (3.5)

NS�4? - ]�� - ����Fq�m� � }¯�f�=��� - QSF (3.6)

is subquorum0,1,and2 of thetype-2quorum,respectively. Takeanode� from subquorum

0 of thetype-1quorumassociatedwith ? , let its �4?tFq�w� -tuplebe �4? � Fq� � � , andfrom (1), we

get }��§? � �°? - , and � � �l? - ]E� - �!? � . Thesetwo relationsimply that � - �§� � . From

(6), the �4?tF��m� -tuple of any nodeof subquorum2 of the type-2quorumassociatedwith

node � is �4? � ]$� � �$�9F^�m� , where },���+��� � . Since � - ��� � , we canreplace� with � -
in �4? � ]f� � �f�9F��w� andget ��? - F�� - �:� node ? ; i.e., node ? is a nodeof type-2quorum

associatedwith � . In a similar way, we canshow that thenodesof subquorum1, 2 of the

type-1quorumassociatedwith ? will include ? in thesubquorum0, 1, respectively. ¬

Lemma 3.2 In a k-triangularmesh,givena node? , thenthosenodesof thetype-2quorum

associatedwith ? will includenode? in their associatedtype-1quorums.

29



Proof. Thiscanbeprovedin thesimilar wayasin Lemma3.1. ¬

Theorem3.2 Givena k-triangular mesh,the quorumsizeof the proposedprotocol is k,

which is proportionalto � � , where N is thenumberof nodesin thesystem.

Proof. Assumethatthe �4?tF2�w� -tupleassociatedwith thecenterof agivenquorumis �4? - F2� - � ,
subquorum0 is a sequenceof nodes �4u - FX�X�X�2F£u>¢±� , where u - is the centerand u>¢ is the

endingnode. Takeany two adjacentnodes u*v 	�� �;��?wv 	�� , �>v 	�� � , and u>v®���4?mv , �*v²� , the

condition �4? v 	�� �e? v � ��(>� is true for all �+� }TFX�~�X�XF³�´��( . When we tracefrom

the centerto the endingnode,we find that the valueof ? in the ��?sF±�m� -tuple is changed

from ? - to zero; therefore,thereare ��? - ]°(*� nodesin subquorum0. Apply the same

approachandnotationto any two adjacentnodesu>v 	�� and u>v in subquorum1, thecondition

�U��?wv 	�� ]=�*v 	�� �P���4?mvJ]=�>vµ���e(*� holds.Sincethevalueof �4?¶]¯�w� is changedfrom ��? - ]¯� - � to
�4����(>� , thereare �4���=? - �=� - � nodesin subquorum1. Similarly, for any two adjacentnodes

u>v 	9� and u>v in subquorum2, thecondition ���>v 	�� ���>v^�§�:(*� holds.Sincethevalueof � is

changedfrom � - to 0, thereare �4� - ]�(>� nodesin subquorum2. Sincethecenteris counted

threetimes,thenumberof nodesin thequorumis ��? - ]·(*�T]·���¸�,? - �,� - �T]·��� - ]·(*�m�, ¹�
� . Given � � �J���
	���
� nodesin a k-triangular mesh, we get �eº �  "� º´�¦]§( , i.e.,

�  %�M�)(jº)��º��  %� . Apparently, � is of ����� �,� . ¬
Thefollowing theoremshowsthatthetriangularmeshprotocolis not voteassignable.

Theorem3.3 Thetriangular meshprotocoldoesnot havean equivalentvoteassignment

for ��»f� .
Proof. Therearetwo caseswhich wehave to takeinto consideration:�¼�E� and ��» � .

(1) We label eachnodein a � -triangularmeshasdepictedin Figure3.6. Assumethat

thereexistsanequivalentvoteassignmentwhichassignsa positivevote u>v to node � .
Thesetof nodesN 0, 1, 3 Q , N 0, 2, 4 Q , N 1, 2, 5 Q and N 3, 4, 5 Q arevalid quorums.

Therefore,four inequalitiesareobtained:

u - ]_u � ]_u 1 `)u � ]_u>½�]�u | F (3.7)
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Figure3.6 A 3-triangularmesh.

u - ]_u � ]_u>½¾`)u � ]_u 1 ]�u | F (3.8)

u � ]_u � ]_u | `)u - ]_u 1 ]�u*½XF (3.9)

u 1 ]_u ½ ]_u | `)u - ]_u � ]�u � � (3.10)

From(3.7)and(3.8),we get

u - `)u | � (3.11)

But from (3.9)and(3.10),

u | `)u - � (3.12)

This is a contradiction.Hence,thetriangularmeshprotocoldoesnot have anequiv-

alentvoteassignmentwhen �¼�¡� .
(2) For a � -triangularmeshwhere�¦» � , therewill benodeswhich donot resideat any

sideof thetriangularmesh.We partitionthenodesof thetriangularmeshinto seven

disjointsets: ¿ - F8¿ � F2¿ � F8L - F8L � F2L � and À . Theset ¿ v , where�^�)}SFX(�FJ , containsonly

the nodenot residingat side i. The set L v , where �³�k}TFX(PFJ , containsthosenodes

residingat side � of the triangularmeshbut not at any corner. The set À contains

thenodesnot residingat any side. Figure3.7 shows thepartitionof thenodesin a

7-triangularmeshinto thesetsdescribedabove.

Assumethatthereexistsanequivalentvoteassignmentwhichassignsapositivevote

to eachnode. The notation
�SÁ

standsfor the sum of the votesof every nodein

set Â . Sinceall nodesof a sideconstitutea quorum,we canget threeinequalities

immediately: �ªÃTÄ ] �ªÃ y ]
�ªÅ�Æ ` �ªÃ�Æ ] �mÅXÄ ] �ªÅ y ]

�ªÇ F (3.13)
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Figure3.7 Thepartitionof nodesin a7-triangularmesh

�ªÃ�Æ ] �ªÃ y ]
�ªÅRÄ ` �ªÃTÄ ] �mÅJÆ ] �ªÅ y ]

�ªÇ F (3.14)

�ªÃ�Æ ] �ªÃTÄ ] �ªÅ y `
�ªÃ
y ]

�mÅJÆ ] �ªÅRÄ ] �ªÇ � (3.15)

Now, we add any two inequalitiesand remove identical items from the resulting

inequality, threenew inequalitiesareobtained:

� Ã
y `

� Å
y ]

� Ç F (3.16)

�ªÃ�Æ ` �ªÅ�Æ ] �ªÇ F (3.17)

�ªÃTÄ ` �ªÅRÄ ] �ªÇ � (3.18)

Now, add(3.16),(3.17)and(3.18)together, we get

� Ã�Æ ] � ÃTÄ ] � Ã y `
� ÅJÆ ] � ÅRÄ ] � Å y ]��

� � Ç � (3.19)

It is obviousthatthesetof threenodesresidingat cornersdoesnotconstitutea valid

quorum,weget �ªÃ�Æ ] �ªÃTÄ ] �ªÃ y º
�mÅJÆ ] �mÅXÄ ] �ªÅ y ]

�ªÇ � (3.20)

From(3.19)and(3.20),weget �ªÇ º)}S� (3.21)
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This violatesthefact thatwe assigneachnodea positive vote. Therefore,thetrian-

gularmeshprotocoldoesnothaveanequivalentvoteassignment. ¬
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CHAPTER IV

The Triple Triangular MeshProtocol

In thisChapter, wepresentthetriple triangularmesh(TTM) protocol.Wefirst give the

definitionandexamplesof TTM quorums.Next, wedescribethealgorithmfor constructing

aquorumof thetriple triangularmeshprotocol.Then,wepresentaproofof correctnessof

theproposedprotocol.Finally, severalpropertiesof theprotocolaredescribed.

4.1 Definition

The k-triangular meshusedin TTM is the sameas that usedin TM. Given a node

x residinginside the triangularmesh,we candraw threelines along thoseedgesof the

triangularmesh,suchthateachof themis parallelwith onesideof thetriangularmeshand

passesthroughthe given node. Basedon thesethreesidesandthreelines, threesmaller

trianglesare formed in the triangularmesh. Figure4.1 shows suchan example,where

node7 is the given center. We definea small triangleas subtrianglei suchthat oneof

its sidesis a subsetof side i of the triangularmesh,anddefinesubtrianglei’s two sides

counterclockwisely, which arenot subsetsof any sideof the triangularmesh,asside(a)

andside(b), respectively. Figure4.2showssidesof threesubtrianglesfrom Figure4.1.

Definition 4.1 Each quorumconsistsof a centerandsubquorumi, for i = 0, 1, 2. Subquo-

rum i containsall thenodeson eitherside(a) or side(b) of subtrianglei, andwerefer to

theformerassubquorumi-(a) andthelatter assubquorumi-(b), respectively.

Also, we will call a quorum”associatedwith” node ? if it usesnode ? asits center,

anda subquorum”associatedwith” node ? if it is a subquorumof thequorumassociated

with node? .
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Figure4.1 Subtrianglesin a 6-triangularmeshin TTM
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Figure4.2 Sidesof subtrianglesin TTM: (a)subtriangle0; (b) subtriangle1; (c) subtriangle
2.
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Example 4.1 For a noderesidinginsidea triangularmesh,thereareeight quorums

associatedwith it. Figure4.3shows eightquorumsassociatedwith node È residinginside

a 6-triangularmesh.

Example4.2 Foranoderesidingatonesideof atriangularmeshbut notatany corners,

therearefour quorumsassociatedwith it. Figure4.4shows four quorumsassociatedwith

node È residingat onesideof the triangularmesh.(Note that thenumberof subtriangles

generateddependson thelocationof thecenterof thequorum.)

We candescribethe quorumdefinedabove in anotherway. A quorumconsistsof a

centerandsubquorumÉ , for É�Ê¡Ë , Ì , Í . SubquorumÉ is asequenceof nodes,Î4Ï*ÐXÑXÒXÒ~ÒXÑJÏ>Ó£Ô ,
whereÏ>Ð is thecenterof thequorum,and Ï*Ó is theendingnodeof thesubquorum.Any two

adjacentnodesÏRÕ , ÏRÕ×Ö�Ø , Ë®ÙCÚ�Û)Ü in thesubquorummustsatisfytheconditionaccording

to its type:

(1) Ý Õ&Ö9Ø^Þ Ý Õ Ê Þ Ì and ß Õ×Ö�Ø Ê¡ß Õ , for subquorum0-(a);

(2) Ý Õ&Ö9Ø^Þ Ý Õ Ê Þ Ì and ß Õ×Ö�Ø�Þ ß Õ ÊeÌ , for subquorum0-(b);

(3) Ý Õ&Ö9Ø ÊfÝ Õ and ß Õ&Ö9Ø�Þ ß Õ ÊeÌ , for subquorum1-(a);

(4) Ý Õ&Ö9Ø^Þ Ý Õ Ê�Ì and ß Õ×Ö�Ø Ê)ß Õ , for subquorum1-(b);

(5) Ý Õ&Ö9Ø^Þ Ý Õ Ê�Ì and ß Õ×Ö�ØpÞ ß Õ Ê Þ Ì , for subquorum2-(a);

(6) Ý Õ&Ö9Ø ÊfÝ Õ and ß Õ&Ö9Ø�Þ ß Õ Ê Þ Ì , for subquorum2-(b).

4.2 The Algorithm for Constructing a Quorum

In our algorithm to constructa quorum,eachnode is associatedwith two kinds of

information: nodestatusand subquorumstatus. Nodestatusindicateswhethera node

is Available, Unavailableor Unknown. Sincea quorumconsistsof threesubquorums,

we associatewith eachnodethreesubquorumstatuselementswhich show that whether

it is possibleto constructsubquorumi associatedwith a given node,for É�Ê ËSÑ³Ì�Ñ�Í .
The legal valuesof subquorumstatusof subquorumÉ are0, 1, 2 or 3 which indicatethat
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Figure4.3 Examplesof quorumsassociatedwith a node È in a 6-triangularmeshwhere È
residesinsidethetrianglein TTM: (a)-(h).
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Figure4.4 Examplesof quorumsassociatedwith a node È in a 6-triangularmeshwhere È
residesatonesidebut is notat acornerin TTM: (a)-(d).
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subquorumi-(a)or i-(b) maybeavailable,subquorumi-(a) is unavailable,subquorumi-(b)

is unavailable,andneithersubquorumi-(a)nor (b) is available,respectively.

Initially, we setnodestatusto be Unknown, andsubquorumstatusto be zero for all

nodes. The setnodeof subquorumis usedto recordthe nodeswhich grant the request

andare includedin the subquorumbeing constructed.When the constructionof a sub-

quorumsucceeds,thenodesin nodeof subquorumaremovedto thesetnodeof quorum;

otherwise,they aremovedto thesetnodegranted.

Eachquorumconsistsof threesubquorumsandeachsubquorumcanbeconstructedin

a similar way which will be describedlater. A quorumassociatedwith a givennode Ý is

availableonly if all of its subquorumsi, for É:Ê#ËSÑXÌ�ÑHÍ , areavailable. If oneof themis

unavailable,no quorumassociatedwith node Ý is available. In this case,we selecta node

ß asthenew centerfrom thosegrantednodessuchthatnoneof nodey’s subquorumstatus

is of value3 andnodey will includethelargestpartof thosegrantednodesin its associated

quorum. Then, we releasethosegrantednodeswhich will not be includedin nodey’s

associatedquorumsandtry to constructa quorumassociatedwith node ß . If no nodelike

y canbefound,we randomlychoosea untriednodeto bethenew centersuchthatnoneof

its subquorumstatusis of value3 andrepeatthesamestepsto constructa quorum.

We now describehow to constructa subquorumassociatedwith nodex. Sincethere

aretwo alternativesfor asubquorumexceptthecasewherethesubquorumconsistsof only

onenode,we first try to constructoneinstanceof the subquorumby issuingrequeststo

nodesin thedirectionfrom thecenterto theendingnode.If theconstructionsucceeds,the

subquorumis available. Otherwise,the constructionfails dueto someunavailablenode

Ï , we mark node Ï unavailable,find thosenodeswhoseassociatedsubquorumswill in-

cludenode Ï andchangetheir subquorumstatusaccordingly, thentry to constructanother

instanceof the subquorum.If it fails again,no instanceof this subquorumis available;

therefore,no quorumassociatedwith node Ý is available,we apply the stepsdescribed

previously to choosea new centerandthenrepeattheconstructionsteps.Finally, if there
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is no nodewhich canbeusedasthe new centerandno quorumis availableyet, the con-

structionfails. Figure4.5and4.6show theflowchartsfor procedureconstructquorumand

constructsubquorum, respectively.

Algorithm for the Triple Triangular MeshProtocol

procedure initialize status;
begin

for eachnode(x, y) in thesystemdo
begin

set status(x,y, Unknown);
subquorumstatus[x,y, 0]=subquorumstatus[x,y, 1]=subquorumstatus[x,y, 2]=0;

end;
emptythelists: nodeof subquorum,nodeof quorum,nodegranted;

end; (* initialize status*)

procedure constructsubquorums(center): boolean;
var subquorum: integer;(* indicatewhich subquorumis beingconstructed*)

subquorumfinished: boolean;
flag: integer;(* 0: subquorumi-(a);1: subquorumi-(b) *)

begin
for subquorumà�á 0, 1, 2 â do
begin

set(i, j) to center;
subquorumfinished= FALSE;
flag= 0;
repeat

if (querystatus(i,j, Unknown) == TRUE) then
begin

if (request(i,j) == GRANTED) then
begin

setstatus(i,j, Available);
addnode(i, j) into nodeof subquorum;
if (querystatus(i,j, Ending Point,subquorum) == TRUE) then
begin

subquorumfinished= TRUE;
move nodesin nodeof subquoruminto nodegranted;

end
elseset(i, j) to thenext nodeaccordingto subquorumandflag;

end
else(* requestis deniedby (i, j) *)
begin

setstatus(i,j, Unavailable);
find all nodessuchthatsomeof theirsubquorumswill include(i, j) and
markthesesubquorumsunavailableby settingpropervaluesto subquorumstatus’s;
move nodesin nodeof subquorumto nodegranted;
if (flag== 1) then return(FALSE);
flag= 1;
set(i, j) to center;

end;
end
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Figure4.5 Theflowchartfor procedureconstructquorumin TTM
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else(* querystatus(i,j, Unknown) == FALSE, maybeAvailableor Unavailable*)
begin

if (querystatus(i,j, Available)== TRUE) then
begin

addnode(i, j) to nodeof subquorum;
deletenode(i, j) from nodegranted;
if (querystatus(i,j, Ending Point,subquorum) == TRUE) then
begin

subquorumfinished= TRUE;
move nodesin nodeof subquorumto nodeof quorum;

end
elseset(i, j) to thenext nodeaccordingto subquorumandflag;

end
else(* node(i, j) is Unavailable*)
begin

move nodesin nodeof subquorumto nodegranted;
if (flag== 1) then return(FALSE);
flag= 1;
set(i, j) to center;

end;
end;

until (subquorumfinished);
end; (* for *)
return(TRUE);

end; (* constructsubquorums*)

procedure constructquorum:boolean;
var loop: boolean;
begin

initialize status;
usetherequestingnodeascenter;
while (TRUE) do
begin

loop = FALSE;
repeat

if (constructsubquorums(center) == TRUE) then
begin

releaseall thenodesin nodegranted;
return(TRUE);

end;
from nodegranted, anodeis choosedascentersuchthatnoneof its
subquorumstatus’s is of value3 andwhoseassociatedquorum,if available,
will includethelargestfractionof nodegranted;

if no nodeof this kind is availablethen loop= TRUE;
until (loop);
selecta nodewhich is Unknown, andnoneof its subquorumstatus’sis of value3;
if no suchkind of nodecanbefoundthen
begin

releasenodesin nodegranted;
return(FALSE);

end;
usetheselectednodeascenter;
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end; (* endwhile *)
end; (* constructquorum*)

4.3 Proof of Corr ectness

The following theoremis usedto show that the proposedprotocolcanensuremutual

exclusion.

Theorem4.1 Anytwoquorumsof thetriple triangular meshprotocolintersect.

Proof. We prove by first constructinga quorum Ý , thenfurtherconstructionof a quorum

ß will intersectsomenodein quorum Ý . Therearethreecaseswhich shouldbetakeninto

accountaccordingto wherethecenterof quorumÝ is:

(1) If thecenterof quorum Ý is a nodeinsidethetriangularmesh,quorum Ý will divide

thetriangularmeshinto threeregionsandnonodesof quorumÝ belongto any region.

Figure4.3 is a demonstration.To preventfrom intersectingquorum Ý , thecenterof

quorum ß shouldresidein any region. Sinceevery region canprovide nodesof two

sides,only theothertwo regionscanprovide nodesof thethird sidewhich quorum

ß needs.Thepathfrom thecenterof quorumß to anotherregionwill intersectsome

nodeof quorum Ý sinceevery two regionsareseparatedby quorumÝ .
(2) If thecenterof quorumÝ residesonany of threesidesbut is notany of threecorners,

thereare threecasesshouldbe takeninto account: none,one or two of Ý ’s sub-

quorumsresidesat somesideof thetriangularmesh.Whennoneof Ý ’s subquorum

residesat someside(ex., Figure4.4-(a)),the triangularmeshis divided into three

partsby quorumÝ . In asimilarwayasin case(1), wecanshow thatnootherquorum

canbeconstructedwithout intersectingquorum Ý . If only oneof Ý ’s subquorumre-

sidesat someside,thetrianglewill bedividedinto two regions(ex., Figures4.4-(b)

and(c)). Sinceevery region canprovide nodesof two sides,only the otherregion

canprovidenodesof thethird sidewhich quorumß needs.Thepathfrom thecenter
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of quorum ß to anotherregion will intersectsomenodeof quorum Ý . If two of Ý ’s
subquorumsresideat somesideof thetriangle,quorum Ý is onesideof thetriangle

(ex., Figure4.4-(d)),andquorum ß will intersectquorum Ý at leastonenodesince

quorumß mustgetat leastonenodefrom everyside.

(3) If thecenterof quorumÝ is oneof threecorners,quorumÝ will containall nodesof

onesideof thetriangularmesh,quorum ß will intersectquorum Ý at leastonenode

sincequorumß mustgetat leastonenodefrom everyside. ã

4.4 Propertiesof the Protocol

Thefollowing lemmashows how a failed nodeaffectstheconstructionof quorumsof

othernodes.

Lemma 4.1 In a k-triangular mesh,givena node Ý , thenthosenodesof the subquorum

0-(a), 0-(b), 1-(a), 1-(b), 2-(a), and 2-(b) associatedwith Ý will includenode Ý in their

associatedsubquorum1-(b),2-(a),2-(b),0-(a),0-(b),and1-(a),respectively.

Proof. Here,we show thecasethatnodesin subquorum0-(b) associatedwith node Ý will

includenodeÝ in their associatedsubquorum2-(a),andtheothercasescanbeprovedin a

similar way. Let Î4ÝmÐ~Ñ�ß*ÐXÔ bethe Î�ÝsÑqßmÔ -tupleassociatedwith nodeÝ . Thesetof nodes:

ä Î�ÝtÑ�ßmÔ£åPË®Ù)Ý�ÙfÝmÐXÑqß¯Ê¡ÝwÐ�æ�ß*Ð Þ ÝtÑ�ÝtÑtß�ç·è�é ä Ë%ê"ê ,
constitutessubquorum0-(b) associatedwith node Ý . For any node ß!Ê�Î4Ý­Ø2Ñ±ß%ØJÔ in the

subquorum0-(b), Ý Ø Ñtß Ø mustsatisfy:

Ë�ÙEÝ�Ø�Ù)ÝmÐ*ÑtÈSë­ì (4.1)

ß"Ø¶Ê¡ÝwÐ�æ�ß*Ð Þ Ý­ØJÒ (4.2)

Also, thesubquorum2-(a)associatedwith nodeß consistsof thenodesof the Î�ÝsÑPßmÔ -tuples,

where ÝtÑqß�çíèMé ä Ë"ê , andmustsatisfy:

Ý­Ø±ÙfÝ¦ÙfÝ­Ø�æ_ß%ØHÑ�ÈSë­ì (4.3)
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ß¯ÊfÝ­Øqæ�ß%Ø Þ ÝtÒ (4.4)

From(4.1),and(4.3),weknow thatthereis anodewith x-coordinateÝmÐ which is included

in subquorum2-(a)of nodeß . From(4.4)and(4.3),we know thatthey-coordinateof that

nodeis ß*Ð . Therefore,thecasethatnode Ý is includedin thesubquorum2-(a)of nodeß is

proved. ã

Theorem4.2 Givena k-triangular mesh,the quorumsizeof the proposedprotocol is k,

which is proportionalto î è , where N is thenumberof nodesin thesystem.

Proof. Thiscanbeprovedin thesamewayasin theTM protocol. ã

Theorem4.3 TheTTMprotocoldominatestheTM protocolwhenï�ðfñ .
Proof. We denotethe setof all quorumsdefinedby the TM andTTM protocolsin a ï -
triangularmeshas ò�óTô and ò�óSóTô , respectively. We first prove that ò�óTô is a coterieby

showing that ò�óSô satisfiesthethreeconstraintsin Definition2.1:

(1) It is apparentthat ò óSô is notempty.

(2) Any õ�Ñ8ö´çCò óTô , õ)÷+ö øÊfù , sinceany two quorumsdefinedby theTM protocol

intersect.This is provedin Theorem3.1.

(3) The sizeof every quorumof the TM protocol in a ï -triangularmeshis ï , i.e., any

õ�Ñ8öúçíò�óSô , å"õ�åûÊ=å"ö´å , this impliesthat õkøü ö and ö�øü õ .

The fact that ò óTóSô is a coteriecanbe proved in the similar way. From thedefinition of

quorums,weobservethatall thequorumsin theTM protocolarealsoquorumsin theTTM

protocol,i.e., ò óTôký ò óTóSô . Since ò óSóSô Þ ò óSô øÊ°þHÿ��9É , we know that ò óSô ü ò óSóTô .

FromDefinition 2.2,we know thattheTTM protocoldominatestheTM protocol. ã

Theorem4.4 Thetriple triangular meshprotocoldoesnothaveanequivalentvoteassign-

mentfor ï¦ðEñ .
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Proof. Fromthedefinitionof quorums,we knew thatall thequorumsin theTM protocol

arealsoquorumsin theTTM protocol.SincetheTM protocoldoesnothave anequivalent

voteassignmentasshown in Theorem3.3, thereis alsono equivalentvoteassignmentfor

theTTM protocol. ã
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CHAPTER V

The Dynamic Triangular Mesh Protocol

In this Chapter, we presentthe dynamictriangularmesh(DTM) protocol. We first

give thedefinitionsandexamplesof DTM quorums.Next, we describethealgorithmfor

constructinga quorumof thedynamictriangularmeshprotocol.Then,we presenta proof

of correctnessof the proposedprotocol. Finally, several propertiesof the protocol are

described.

5.1 Definition

Thek-triangularmeshusedin DTM is thesameasthatusedin TM. Thesubtriangles

usedin DTM arethesameasthoseusedin TTM.

Definition 5.1 Thequorumconsistsof a centerandsubquorumÉ , for É<Ê�ËTÑ~Ì�ÑJÍ . Subquo-

rum É is a sequenceof nodes,Î4Ï>Ð~ÑXÒXÒXÒ~ÑJÏ>Ó£Ô which formsa pathin subtrianglei, where Ï*Ð is

thecenterof thequorum,and Ï>Ó is oneof thenodeslocatedin sidei. For anytwoadjacent

nodes ÏXÕ , ÏRÕ×Ö�Ø , for Ú¡Ê ËTÑ~ÒXÒXÒXÑJÜ Þ Ì , they mustsatisfyoneof the following conditions

according to É :
(1) For i = 0, either

(a) Ý���Ö�Ø Þ Ý��tÊ Þ Ì and ß�� Ö�Ø�Êfß�� or

(b) Ý���Ö�Ø Þ Ý��tÊ Þ Ì and ß�� Ö�Ø Þ ß��tÊeÌ .
(2) For i = 1, either

(a) Ý���Ö�Ø±ÊfÝ�� and ß���Ö�Ø Þ ß��tÊeÌ or

(b) Ý���Ö�Ø Þ Ý��tÊWÌ and ß���Ö�Ø±Êfß�� .
(3) For i = 2, either

49



Side 0 Side 1

Side 2

C

2

3

4

5

6

8

7

1

Figure5.1 An exampleof a quorumin a 9-triangularmeshin DTM

(a) Ý���Ö�Ø Þ Ý��tÊWÌ and ß���Ö�Ø Þ ß��tÊ Þ Ì or

(b) Ý���Ö�Ø±ÊfÝ�� and ß���Ö�Ø Þ ß��tÊ Þ Ì .
Example 5.1 Figure5.1shows anexampleof quorumin a 9-triangularmesh.A node

C is usedasthecenterof a quorum. Only shadednodesarepossibleto be includedin a

subquorumandnodeslinkedby bold line (i.e.,nodes1, 2, 3, 4, 5, 6, 7, 8 andC) constitute

examplesof subquorums.

Also, wewill call aquorum”associatedwith” nodeÝ if it usesnodeÝ asits center, and

a subquorum”associatedwith” node Ý if it is a subquorumof somequorumassociated

with node Ý . Moreover, from the definition of quorums,we observe that subquorumi

associatedwith nodex will not includethosenodesresidingoutsidesubtrianglei.

5.2 The Algorithm for Constructing Quorums

In our algorithm to constructa quorum,eachnode is associatedwith two kinds of

information: nodestatusandsubquorumstatus. Nodestatusindicateswhethera nodeis
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Available, Unavailableor Unknown. Sincea quorumconsistsof threesubquorums,we

associatewith eachnodethreesubquorum-statuselementswhichindicatethatwhetherit is

possibleto constructsubquorumi associatedwith agivennode,for É�Ê´ËTÑ^ÌPÑtÍ . Thelegal

valuesof subquorumstatusof subquorumÉ are0, 1 which indicatethatsubquorumi may

beavailableor is unavailable,respectively.

Initially, we setnodestatusto be Unknown, andsubquorumstatusto be zero for all

nodes. The setnodeof quorumis usedto recordthe nodeswhich grant the requestand

areincludedin thequorumbeingconstructed.Thesetnodegrantedis usedto recordthe

nodesgrantingthe requestbut not belongingto nodeof quorum. Eachquorumconsists

of threesubquorumsandeachsubquorumcanbeconstructedin a similar way which will

be describedlater. A quorumassociatedwith a given node Ý is available only if all of

its subquorumsi, for É ÊMËSÑXÌ�ÑHÍ , areavailable. If oneof themis unavailable,no quorum

associatedwith node Ý is available.In this case,weselecta nodeß asthenew centerfrom

thosegrantednodessuchthatnoneof nodey’s subquorumstatusis of value1 andnodey

will includethelargestpartof thosegrantednodesin its associatedquorum.If nonodelike

y canbefound,we randomlychoosea untriednodeto bethenew centersuchthatnoneof

its subquorumstatusis of value1 andrepeatthesamestepsto constructa quorum.

We now describehow to constructa subquorumassociatedwith nodex. We construct

asubquorumin arecursivemanner. Whenwetry to constructaninstanceof nodex’s asso-

ciatedsubquorumi, nodex mustbeavailable. If nodex residesat sidei, theconstruction

succeedssincenodex is theendingpoint. Otherwise,therearetwo nodesy, z adjacentto

nodex suchthattheedges
ä
x, y ê and

ä
x, z ê areparallelwith eitherside ÎªÎ4ÉTæ Ì>ÔSÜ��*ì:ñ"Ô or

Î9Î4ÉTæ·Í"ÔmÜ��*ì:ñ"Ô andwehave to constructany instanceof subquorumi associatedwith y or

z. Nodex andany instanceof thesubquorumi associatedwith eithernodey or zconstitute

an instanceof subquorumi associatedwith nodex. If both constructionsof subquorum

i associatedwith nodey andz fail, no instanceof subquorumi associatedwith nodex is

available, andwe set the subquorumi’s statusto 1 and return back to the nodeissuing

requestsfor nodex. If we go backto thecenter, theconstructionof thesubquorumfails;

therefore,noquorumassociatedwith thatcenteris available.Weapplythestepsdescribed
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previously to choosea new centerandthenrepeattheconstructionsteps.Finally, if there

is no nodewhich canbeusedasthe new centerandno quorumis availableyet, the con-

structionfails. Figure5.2and5.3show theflowchartsfor procedureconstructquorumand

constructsubquorums, respectively.

Algorithm for the Dynamic Triangular MeshProtocol

procedure initialize status;
begin

for eachnode(x, y) in thesystemdo
begin

set status(x,y, Unknown);
subquorumstatus[x,y, 0]=subquorumstatus[x,y, 1]=subquorumstatus[x,y, 2]=0;

end;
emptythelists: nodeof quorum,nodegranted;

end; (* initialize status*)

procedure constructsubquorums(center, subquorum:integer):boolean;
(* subquorumis usedto indicatewhichsubquorumis beingconstructed*)
begin

set(i, j) to center;
if (querystatus(i,j, Unavailable)==TRUE) then
return(FALSE);
(* nodestatusis eitherUnknown or Available*)
if (querystatus(i,j, Unknown)==TRUE) then
begin

if (request(i,j) == GRANTED) then
set status(i,j, Available);

else
begin

set status(i,j, Unavailable);
subquorumstatus[i,j, 0]=subquorumstatus[i,j, 1]=subquorumstatus[i,j, 2]=1;
return(FALSE);

end;
end;
(* node(i, j) is available*)
if (subquorumstatus[i,j, subquorum]==0) then
begin

addnode(i, j) into nodeof quorum;
deletenode(i, j) from nodegranted;
if (querystatus(i,j, Ending Point,subquorum)==TRUE) then

return(TRUE);
else
begin

(* Sincenode(i, j) is not theendingpoint, therefore,therearetwo nodes
adjacentto node(i, j), saynext node1 andnext node2, suchthat
all subquorumpassingthroughnode(i, j) will includeeitherof them.*)
if (constructsubquorum(next node1, subquorum)==TRUE OR
constructsubquorum(next node2, subquorum)==TRUE) then
return(TRUE);

else
begin

subquroumstatus[i,j, subquorum]=1;
move (i, j) from nodeof quorumto nodegranted;
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release all the nodes

No

Yes

Yes

Yes

No

NoYes

No

Figure5.2 Theflowchartfor procedureconstructquorumin DTM
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return(FALSE);
end;

end;
end
else
begin

move (i, j) from nodeof quorumto nodegranted;
return(FALSE);

end;
end; (* constructsubquorum*)

procedure constructquorum:boolean;
var loop: boolean;
begin

initialize status;
usetherequestingnodeascenter;
while (TRUE) do
begin

loop=FALSE;
repeat

if (constructsubquorums(center, 0) == TRUE AND
constructsubquorums(center, 1) == TRUE AND
constructsubquorums(center, 2) == TRUE ) then

begin
releaseall thenodesin nodegranted;
return(TRUE);

end;
from nodegranted, anodeis choosedascentersuchthatnoneof its
subquorumstatusis of value1 andwhoseassociatedquorum,
if available,will includethelargestfractionof nodegranted;
if no suchkind of nodecanbefound then loop=TRUE;

until (loop);
selecta nodewhich is Unknown, andnoneof its subquorumstatusis of value1;
if no suchkind of nodecanbefoundthen return(FALSE);
usetheselectednodeascenter;

end; (* endwhile *)
end; (* endconstructquorum*)

5.3 Proof of Corr ectness

The following theoremis usedto show that the proposedprotocolcanensuremutual

exclusion.

Theorem5.1 Anytwoquorumsof thedynamictriangular meshprotocolintersect.

Proof. Weproveby first constructingaquorumÝ , thenfurtherconstructionof aquorumß
will intersectsomenodein quorumÝ . Wecandraw threelinesalongedgesof thetriangular
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meshsuchthateachline is parallelwith oneof threesidesandpassesthroughthecenter

of quorumx. Thenumberof subtrianglesgenerateddependson the locationof thecenter

of quorumx. Therearethreecaseswhichshouldbetakeninto accountaccordingto where

thecenterof quorumx is:

(1) If the centerof quorum Ý is a nodeinside the triangularmesh,threesubtriangles

will begenerated.Fromthedefinition of quorums,we know that therewill beone

pathfrom the centerto the side in eachsubtriangle.Thesethreepathswill divide

the triangleinto threeregionsandnodeson the pathsdo not belongto any region.

Figure5.4-(a)is a demonstration.To preventfrom intersectingquorum Ý , thecenter

of quorumß shouldresidein any region. Sinceeveryregioncanprovidenodesof two

sides,only theothertwo regionscanprovide nodesof thethird sidewhich quorum

ß needs.Thepathfrom thecenterof quorumß to anotherregionwill intersectsome

nodeof quorum Ý sinceevery two regionsareseparatedby quorumÝ .
(2) If thecenterof quorumÝ residesonany of threesidesbut is notany of threecorners,

two subtrianglesaregenerated.Thereare threecaseswhich shouldbe takeninto

account:none,oneor two of Ý ’s subquorumssuchthatall nodesin thesubquorum

arenodesof somesideof thetriangularmesh.Whennoneof Ý ’s subquorumresides

atsomeside(ex., Figure5.4-(b)),thetriangularmeshis dividedinto threeregionsby

quorum Ý . In a similar way asin case(1), we canshow thatnootherquorumcanbe

constructedwithout intersectingquorum Ý . If only oneof Ý ’s subquorumresidesat

someside,thetrianglewill bedividedinto two regions(ex., Figures5.4-(c)and(d)).

Sinceeveryregioncanprovidenodesof two sides,only theotherregioncanprovide

nodesof thethird sidewhich quorum ß needs.Thepathfrom thecenterof quorum

ß to anotherregionwill intersectsomenodeof quorum Ý . If two of Ý ’ssubquorums

resideat somesideof the triangle,quorum Ý is onesideof thetriangle(ex., Figure

5.4-(e)),andquorumß will intersectquorumÝ atleastonenodesincequorumß must

getat leastonenodefrom every side.

(3) If thecenterof quorum Ý is oneof threecorners,only onesubtriangleis generated

and is just the triangle (ex. Figure5.4-(f)). Thereare two casesto be takeninto
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(b)(a)

(c) (d)

(f)(e)

Figure5.4 Examplesof quorumsin DTM: (a)-(f)
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account:whetherquorumÝ will containall nodesof onesideof thetriangularmesh

or not. In theaffirmative case,quorum ß will intersectquorum Ý at leastonenode

sincequorum ß mustget at leastonenodefrom every side. In the negative case,

quorumx will divide the trianglemeshinto two regionswith eachregion contains

nodesfrom atmosttwo differentsides. ã

5.4 An Extension

Whenthenumberof nodesin thesystem,N, cannotbeexpressedexactlyas
�	�
� Ö�Ø��
 , for

someï�çCè , we expressN as
�	��� Ö�Ø��
 æ�� where ï Ñ��:çCè and Ì:Ù��®Ù�ï . We first arrange�	�
� Ö�Ø��
 nodesinto a k-triangularmesh,theneachof the remainingr nodesis addednext

to thenodeon side2 of thek-triangularmeshfrom bottomup, oneat a time. Figure5.5

illustratessomecaseswhen è øÊ ����� Ö�Ø��
 . Thoseshadednodesin Figure5.5constituteside

2 of thosetriangularmeshes.Notethat in Figure5.5-(c),node0 is assumedto beresiding

atbothside0 andside2, while node19residesatside2 only.

5.5 Propertiesof the Protocol

Theorem5.2 Givena k-triangular mesh,the quorumsizeof the proposedprotocol is k,

which is proportionalto î è , where N is thenumberof nodesin thesystem.

Proof. Thiscanbeprovedin thesamewayasin theTM andTTM protocols. ã

Theorem5.3 TheDTM protocoldominatestheTTMandTM protocolwhenï¦ð�� , ï¦ðEñ ,
respectively.

Proof. We denotethe set of all quorumsdefinedby the DTM, the TTM and the TM

protocolin a ï -triangularmeshas ò�� óSô , ò óSóSô and ò óTô , respectively. Apply thesimilar

approachasin Theorem4.3,we canshow that ò�� óSô is alsoacoterie.Fromthedefinition

of quorums,weobserve that ò óTô ü ò�� óSô when ï¦ð)ñ and ò óSóSô ü ò�� óTô when ï¦ð�� .

58



(a) (b)

0

1

3 4 5

2

6 7 8 9

10 11 12 13 14 15

0

1

3 4 5

2

6 7 8 9

10 11 12 13 14 15

17

16

0

1

3 4 5

2

6 7 8 9

10 11 12 13 14 15

(c)

16

17

18

19

Figure5.5 ExampleswhenN cannot be expressedas
����� Ö�Ø��
 exactly in DTM: (a)N=16

(k=5, r=1); (b)N=18(k=5, r=3); (c)N=20(k=5, r=5).

Apply Theorem2.2, we know that the DTM protocoldominatesthe TM and the TTM

protocolwhen ï�ð)ñ and ï�ð�� , respectively. ã

Theorem5.4 Thedynamictriangular meshprotocoldoesnot havean equivalentvoteas-

signmentfor ï¦ð)ñ .
Proof. Fromthedefinitionof quorums,we know thatall thequorumsin theTM protocol

arealsoquorumsin theDTM protocol.SincetheTM protocoldoesnothaveanequivalent

voteassignmentasshown in Theorem3.3, thereis alsono equivalentvoteassignmentfor

theDTM protocol. ã
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CHAPTER VI

The Performance

In thisChapter, someaspectsof distributedmutualexclusionprotocolsimposinglogical

structuresareanalyzed:quorumsize,availability andfault tolerance.We comparethese

featuresof threetriangular-mesh-basedprotocols,i.e., TM, TTM andDTM, with thetree

[3], theHQC[20], andthegrid [10] protocols.(Notethatsincethewrite-write intersection

propertyholds,thewrite quorumsof thegrid protocolcanbeusedto controlaccessesto a

sharedresource.)

6.1 Quorum Size

Thenumberof messagesrequiredto constructaquorumis proportionalto thesizeof the

quorums.In theHQC protocol[20], it organizesnodesinto a multi-level treewhereeach

externalnodeis mappedto a nodein thesystem.A quorumat a level-É nodeis composed

of a majority of its level- Î�É­æWÌ*Ô children. To accessa sharedresource,thequorumat the

root mustbe obtained. Therefore,the quorumsize is è Ð�� ��� . In the treeprotocol [3], it

organizesnodesinto a completebinary tree. A treequorumconsistsof nodeson a path

from the root to a leaf in the binary tree. If it fails to constructa quorumdueto a node

failure,thefailednodeis substitutedby two pathseachstartingfrom onechild of thefailed

nodeandendingat a leaf. Therefore,the quorumsize is ����� 
 è and is increasedup to �! Ö�Ø
#" asthenumberof nodefailuresis increased.In thegrid protocol[10], it organizes

nodesinto a $CØ&%'$ 
 Î&Ê�è�Ô grid. A quorumcontainsonecolumnof nodesandat least

onenodefrom eachcolumnof thegrid. Therefore,thequorumsizeis Î($CØ æ)$ 
 Þ Ì>Ô , and

is proportionalto *�Î�î è,Ô when $ Ø£Ê#$ 
 . Basedon Theorem2, thequorumsizein our

threetriangular-mesh-basedprotocolsis ï , which is + î Í"è�, .
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Figure6.1shows a comparisonof thequorumsizeof thesesix protocols,wherenodes

areorganizedinto a $ Ø-%�$CØHÎ�Ê;è,Ô grid for the grid protocol. From thesefigure, we

observe that the quorumsizein our triangularmeshprotocol is lessthanthat in the grid

protocolall the time, andis lessthanthatof theHQC protocolwhen è ðkÌ/. . Although

thequorumsizein thetreeprotocolis lessthanthat in our protocol,thequorumsizewill

be increasedup to
 �! Ö�Ø
 " asthenumberof nodefailuresis increased.Figure6.2 shows a

comparisonof the quorumsizeof the triangularmeshprotocolandthe treeprotocolasa

functionof thenumberof failednodes,whereweconsidertheworstcaseand è Ê¨Ì/. . That

is, thenodefails startingfrom theroot to theleaf,andfrom theleft to theright. (Notethat

when è#Ê§Ì/. , boththetreeprotocolandthethreetriangular-mesh-basedprotocolshave a

similar topology.) Fromthis figure,we observe that thequorumsizein our protocolswill

belessthanthatof thetreeprotocolwhennodefailureoccursin theworstcase.Moreover,

when è#ÊeÌ/. , andthenumberof failednodeis greaterthan7 in theworstcase,thereis no

quorumthatcanbeconstructedin thetreeprotocol.

6.2 Availability

The availability is definedas the probability that a quorumcan be constructed.We

assumethat eachnodeis assumedto be independentavailablewith probability ÿ . Since

given a numberof nodefailures,the numberof nodespreventedfrom constructingtheir

associatedquorumsdependson therelative positionsamongthosefailed nodes,it is diffi-

cult to geta closeform of availability in our triangular-mesh-basedprotocols.Therefore,

the availability of theTM, TTM, andDTM protocolsis computedby first generatingall

possiblecombinationsfor nodesto be availableor unavailable,thenwe checkeachcase

to seewhethera quorumcanbeconstructed.If a quorumcanbeconstructed,we addthe

possibilityof occurrenceof this caseinto theavailability. Theavailability of thetreepro-

tocol andtheHQC protocolarecomputedin thesameway. For a $ Ø0%1$ 
 grid, we use

theformula: ÎUÌ Þ ÎUÌ Þ ÿ9Ô ô32 Ô ô54 Þ Î
Ì Þ ÿ ô32 Þ Î
Ì Þ ÿ9Ô ô62 Ô ô74 to get its availability [10].
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Figure6.1 A comparisonof thequorumsizewhennonodefailureoccurs

The simulationresultsof theproposedprotocolsfor è Ê@?SÑXÌXËSÑXÌ/.SÑJÍTÌ and ÍBA arede-

pictedin Table6.1. Figure6.3,6.4and6.5show thesimulationresultsof availability with

different è of TM, TTM andDTM protocols,respectively.

Figure6.6showstheavailability of thesefour protocolswhen è#ÊeÌ/. . Fromthisfigure,

we observe thatour triangular-mesh-basedprotocolshave higheravailability thanthegrid

protocolall the time andthe curve of the treeprotocol comescloseto that of the DTM

protocol. Moreover, the TM, TTM andDTM protocolsalsocanhave higheravailability

thanthe treeprotocolwhen ÿ!ðMËTÒDC�ñ , ÿ$ðMËTÒECPÍ and ÿ!ðMËTÒD.BA�Í , respectively. Sincein a

k-triangularmeshof è nodes,thesizeof thecoteriesassociatedwith TM, TTM andDTM

is of *�Î4ï 
 Ô , *�Î4ï 
 Ô , and *�Î4ï 
 Í ��F Ø Ô , respectively, theDTM protocolhashigheravailability

thanTM andTTM.
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6.3 Fault Tolerance

Our simulationrevealsthat in theworstcase,theTM andTTM protocolscantolerate

up to Î4ï Þ Ì*Ô nodefailureswhen ï�ÙR� , andup to Î�ï Þ Í"Ô nodefailureswhen ï�ðS. ,
where èOÊ ����� Ö9ØT�
 . This is becausethatthereexist somepatternsof Î4ï Þ Ì*Ô nodefailures

which disableall quorumconstructions.For example,in a ï -triangularmesh,ï�ðU. , the

setconsistsof failednodeswhoseÎ4Ý , ßmÔ -tuplessatisfyoneof thefollowing conditionswill

makeall quorumsunavailable:

for ÉtÊfÌ�ÑXÒ~ÒXÒXÑJï Þ Ì ,
(1) ( ��Ö9Ø
 , � F Ø
 ), É is odd;

(2) ( � F 

 , ��Ö 

 ), É is even.
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Figure6.3 Theavailability of TM protocolwith differentN
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Figure6.6 A comparisonof availability whenN=15
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Figure6.7 An exampleof nodefailureswhichmakeall quorumsof TM andTTM protocols
unavailable

Figure6.7shows a setof 5 failed nodes: ] 4, 6, 9, 12, 16 ^ which makesall quorumcon-

structionsimpossible.However, in theworstcase,theDTM protocolcanalwaystolerate

up to _T`ba�c�d nodefailures,whichhasbetterfault tolerancethanTM andTTM protocols.

Theabove discussioncanbesummarizedin Table6.2 basedon six criteria,wherewe

considera e)fhg�e1ij_(k�lmd grid. Thefirst two criteriaarethequorumsizesin thebestand

worstcases,respectively. Thequorumsizeof thetreeprotocolvariesfrom n�oqpri�l to s�tvu fi�w
asthenumberof nodefailuresis increased.Thetriangular-mesh-based,theHQC,andthe

grid protocolshave constantquorumsize. The third criterion is the impact that a single

nodefailure would have on thesizeof a quorum. In thegrid protocol,if the failed node

belongsto a columnincludedin thequorum,thenanother_�e f a#c�d nodesareneededto

form anotherquorum.In thetreeprotocol,thefailureof therootwill resultin arequirement

of anothern�oqp i l nodesto constructanew quorum.In thetriangular-mesh-basedprotocols,

when `'xUy , in theworstcase,thereareat least s{z�|~}� wh� c nodesreusable,therefore,we

needanother_T`�aUs z�|~}� w a�c�d nodesto constructanotherquorum.Thefourth criterion is

whethertheprotocolis a fully distributedone.Thetreeprotocolassignsgreaterburdento

thenodeswith smallerlevel numbersthanthosewith larger level numbers.Therefore,the

treeprotocolis not a fully distributedprotocolwhile thetriangular-mesh-basedprotocols,

andtheothertwo protocolsarefully distributedones.Thelasttwo criteriaarethenumber

of failed nodeswhich doesnot halt the systemin the bestandworst case,respectively.

While in thebestcase,all thesesix protocolscanbe fault-tolerantup to all nodefailures
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except thosenodeswhich have alreadyconstructeda quorum. While in the worst case,

thetreeandtheHQC protocolcanbefault-tolerantup to _��������B��o����������T���ha�c�d failures.

Thegrid protocolcanbe fault-tolerantto _�������]~e)f{��e1i�^�a�c�d failures. Accordingto the

simulationresults,theTM, TTM andDTM protocolscantolerateup to _T`�a��~d , _�`�a���d
and _�`�a�c�d nodefailures,respectively.
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Table6.2 A comparisonof six mutualexclusionalgorithmsimposinglogical structures
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CHAPTER VII

Conclusion

In this Chapter, we givea summaryof thethesisandpoint out somefuturedirections.

7.1 Summary

In theproblemof mutualexclusion,concurrentaccessto a sharedresourceor theCrit-

ical Section(CS)mustbesynchronizedsuchthatat any time only oneprocesscanaccess

the CS. In a distributedsystem,due to the lack of both in sharedmemoryanda global

clock,anddueto unpredictablemessagedelay, thedesignof adistributedmutualexclusion

protocol that is free from deadlockandstarvation, is muchmorecomplex thanthat in a

centralizedsystem.

To makedistributedmutualexclusionprotocolsfault-tolerantto nodeandcommunica-

tion failures,many researchesapplythereplicacontrolstrategiesto achieve mutualexclu-

sion. Themajority voting protocol[40] andthequorumconsensusprotocol[15] aresuch

examples.However, theseprotocolsrequirehigh communicationcostwhich is ´�_(lµd due

to thelargequorumsize.

To reducetheoverheadof achieving mutualexclusionwhile supportingfault tolerance,

many protocolsimposinga logical structureon thenetworkareproposed[3, 10,20]. The

hierarchicalquorumconsensusprotocol(HQC) [20] requireś�_(l·¶	¸ ¹ } d messages,thetree

quorumprotocol[3] requireś�_Tn�o�p�lmd messagesin thebestcaseanddegradesgracefully,

andthegrid protocol[10] requireśº_�» lmd messages.All thequorumsconstructedfrom

theseprotocolscan be usedto replacethe set of nodesin Maekawa’s protocol [24] to

achievemutualexclusion.(Notethatin Maekawa’sprotocol,onlyonesetis associatedwith

eachnode,which makestheprotocolnon-tolerantto failures.While thesethreeprotocols
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[3, 10,20] cansupporta nodewith severalalternativesets.)In Chapter2, we have givena

survey of thereplicacontrolprotocolsdescribedabove.

Next, we have presentedthe threeproposedtriangular-mesh-basedprotocols,i.e., the

triangularmeshprotocol, the triple triangularmeshprotocoland the dynamictriangular

meshprotocolin Chapter3, Chapter4 andChapter5, respectively. In thetriangularmesh

protocol, we associatewith eachnodetwo specialpatterns. The nodesin eachspecial

patternconstitutea quorum. In the triple triangularmeshprotocol, a quorumcontains

nodesfrom somesideof eachof threesubtrianglesin thetriangularmesh.In thedynamic

triangularmeshprotocol,threedynamicpathsconstitutea quorumin thegiventriangular

mesh. The quorumsizeof theseproposedprotocolsis ¼ that is ´�_�» lmd , wherewhere

lRkU½�¾À¿E½ u fTÁi is thenumberof nodesin thesystem.Wealsohaveprovedthatnoneof these

threetriangular-mesh-basedprotocolshasan equivalentvote assignment.Moreover, the

TTM protocoldominatesthe TM protocolandtheDTM protocoldominatestheTM and

theTTM protocols.

In Chapter6, someaspectsof distributedmutualexclusionprotocolsimposinglogical

structureshavebeenanalyzed:quorumsize,availability andfault tolerance.Wehavecom-

paredthesefeaturesof threetriangular-mesh-basedprotocols,i.e., TM, TTM andDTM,

with the tree[3], theHQC [20], andthe grid [10] protocols. From our simulationstudy,

we have shown that thesethreeproposedprotocolscanhave higheravailability thanthe

grid protocol. Moreover, thequorumsizeof theproposedprotocolswill be lessthanthat

in the HQC protocolwhenN is greaterthanor equalto 15 andlessthanthat in the tree

quorumprotocolwhennodefailuresof somesortexist. We alsohave observedthatwhen

lRkÂc/y , thecurveof thetreeprotocolcomescloseto thatof theDTM protocol.Moreover,

theTM, TTM andDTM protocolsalsocanhave higheravailability thanthetreeprotocol

when Ã�xÅÄ�ÆDÇBÈ , Ã�xÅÄ�ÆDÇB� and Ã�xÅÄÉÆEyËÊB� , respectively. In the worst case,the triangular

meshprotocol,thetriple triangularmeshprotocolandthedynamictriangularmeshproto-

col arefault-tolerantupto _�¼UaÌ�~d , _(¼Ía1��d and _(¼ÎaÏc�d siteandcommunicationfailures,

respectively.
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Figure7.1 Systemsusedto illustratehow the topologyimpactsthe designof distributed
mutualexclusionprotocols:(a)-(b)

7.2 Futur eWork

In [14], BarbaraandGarcia-Molinashow that the topologyof the systemcanhave a

definiteinfluenceover thecoterieor voteassignment.They usetwo measuresto compare

differentvoteassignments:

(1) NodeVulnerability of a systemwith voteassignmentÐ is theminimumnumberof

crashednodesthatproducea haltedstate.

(2) EdgeVulnerability of a systemwith voteassignmentÐ is theminimum numberof

link failuresthatproducea haltedstate.

To illustratetheinfluenceof theassignmentover thesetwo measures,let’sconsiderthe

systemof Figure7.2-(a). If every nodeis assignedonevote, it is enoughto remove two

edges(( Ñ��ÓÒ ), ( Ô��ÖÕ ) for instance)to halt thesystemoperation.On theotherhand,if node

Ñ is given two voteswhile the restreceive onevote, it is necessaryto remove 3 edgesto

stoptheoperation.Thus,theedgevulnerabilityof thefirst assignmentis 2 andthesecond

is 3. Consequently, from thepoint of view of edgevulnerability, thesecondassignmentis

superior.
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Considerthesystemshown in Figure7.2-(b).If we assignthecoterie
× kØ]~]ËÑÙ��Ò/^É��]ËÑ���Ô/^É��]ËÒ��ÚÔÛ^~^ , We noticethat thegroup ]ËÑÙ�ÚÔÛ^ cannotexist by itself, so we

replaceit by ]ËÑ���Ò��ÚÔÛ^ giving
× f3kÎ]~]ËÑÙ��Ò/^É��]ËÑ���Ò���ÔÛ^É�{]ËÒ���Ô/^~^ . This is not a coterie;purging

it renders
× ihk#]~]ËÑ���ÒÛ^É�{]ËÒ���Ô/^~^ . This in turn is dominatedby Ü)k#]~]ËÒ/^~^ . We observe that

(1) Ü hasthe samenodevulnerability as
×

, sincein both casesit is enoughto crash

node Ò to disruptsystemoperation.Since Ü is a singletoncoterie,it hashigheredge

vulnerabilitythaneither
× f or

× i (whichhave 2).

(2) Thegroupthatsubstituted]ËÑ���Ô/^ ( ]ËÑ���Ò��ÚÔÛ^ ) did not survive thepurging; so
× i hasno

grouprepresentingit.

(3) The2-partition Ñ�Ò/Ý�Ô{Õ disruptsthesystem.

Theabovediscussionshowshow thetopologyimpactsthedesignof distributedmutual

exclusionprotocols.To designa protocolwhich takesinto considerationthe topologyof

theunderlyingsystemis thefutureresearchwork.
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