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ABSTRACT

In the problemof mutualexclusion,concurrentaccesgo a sharedresourceusinga struc-
tural programabstractioncalled a Critical Section(CS) mustbe synchronizedsuchthat
at ary time only oneprocessanenterthe CS. In a distributedsystem,dueto the lack of
bothin sharednemoryandaglobalclock,anddueto unpredictablenessageelay thede-
signof adistributedmutualexclusionprotocolthatis freefrom deadlockandstanation,is
muchmorecomple thanthatin acentralizedsystem.To reducethe overheadf achieving
mutual exclusionwhile supportingfault tolerancejn the thesis,we apply the triangular-
mesh-basedpproacho designfault-tolerantprotocolsfor mutualexclusion,in which the
nodesn thesystemareorganizednto atriangularmesh.We proposehreeprotocolsbased
on thetriangularmesh:the triangular meshprotocol,thetriple triangular meshprotocol
andthe dynamictriangular meshprotocol. In the triangularmeshprotocol, we associate
with eachnodetwo specialpatterns. The nodesin eachspecialpatternconstitutea quo-
rum. In the triple triangularmeshprotocol, a quorumcontainsnodesfrom someside of
eachof threesubtrianglesn thetriangularmesh.In thedynamictriangularmeshprotocol,
threedynamicpathsconstitutea quorumin the given triangularmesh. The quorumsize
of theseproposedprotocolsis K thatis O(v/N), where N = K=+ ig the numberof
nodesin the system.In the worstcase the triangularmeshprotocol, the triple triangular
meshprotocolandthe dynamictriangularmeshprotocolarefault-tolerantup to (K — 2),
(K —2) and(K — 1) siteandcommunicatiorfailures,respectrely. Fromour simulation
study thesethreeproposedrotocolcanhave higheravailability thanCheungetal’s grid
protocol. Moreover, the quorumsize of the proposedprotocolswill be lessthanthatin
KumarsHQC protocolwhenN is greatetthanor equalto 15 andlessthanthatin Agrawal
etal’streequorumprotocolwhennodefailuresof somesortexist.
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CHAPTER |

Intr oduction

A distributed systemconsistsof a collectionof geographicallydispersecautonomous
nodesconnectedby a communicationnetwork. The nodeshave no sharedmemory no
globalclock,andcommunicatevith oneanotherby passingnessagesMessageropaga-
tion delayis finite but unpredictable.

Distributedsystem®ffer mary advantagesincludingresourcesharingandfault-tolerance.
The latter can be achieved by replicatinga resourceat nodeswith independentailure
modes. Replicationcanalsoimprove performancevhenload is sharedamongthe nodes
thathave instance®f aresourceln mary applicationsusersneedto synchronizeaccesso
sharedesourcesFor example,whendatais replicatedto improve its availability, updating
the file requiresmutually exclusiveaccess.This is necessaryor maintainingthe consis-
teng of thedata. The synchronizatiortechniqueshouldwork in the presencef nodeand
communicatiorfailures.

The disadwantagehowever, is thatthe readandwrite operationgerformedon arepli-
catedobjectby variousconcurrentiransactionsnustbe synchronized.For instance two
write operationdrom independentransactiongnustnot be allowedto simultaneouslyp-
datedifferentcopiedof the object. In orderto achiere this synchronizatiorbetweermul-
tiple copies possiblyresidingat differentsites,additionalcommunicationgndprocessing

costis incurredascomparedo the casein which only onecopyof anobjectexists.

1.1 Fault Tolerancein Distrib uted Mutual Exclusion

The mutual exclusion problemwas originally consideredn centralizedsystemsfor

the synchronizatiorof exclusive accesgo the sharedresource.In the problemof mutual



exclusion,concurrentaccesso asharedesourceor the Critical Section(CS) mustbesyn-
chronizedsuchthatatary time only oneprocessanaccessheCS.In adistributedsystem,
dueto thelack of bothin sharednemoryandaglobalclock,anddueto unpredictablenes-
sagedelay thedesignof a distributedmutualexclusionprotocolthatis freefrom deadlock
andstanation,is muchmorecomple thanthatin a centralizedsystem.

Over the pastdecademary protocolshave beenproposedo achieve mutualexclusion
in distributedsystems.Theseprotocolcanbe classifiedinto two classestoken-base@nd
non-token-basefB8] (or permission-basefl5]). In token-basegrotocols[27, 29, 31,
36, 39], only thenodeholdingthe tokencanexecutethe CS.In non-token-basegdrotocols
[6, 22, 24, 32, 33, 37], a requestingnode can executethe CS only afterit hasreceved
permissiorfrom eachmemberof a subsebf nodesin the system.In generaltoken-based
protocolssuffer from poor failure resilience. In particular if the nodeholding the token
fails, acompleity tokenregeneratiorprotocolmustbeexecuted andthenarecovery phase
mustbe reinitiatedto reconfigurethe whole network[26]. On the other hand,for these
non-token-basegrotocols[6, 22, 24, 32, 33, 37], whenary nodein the subsetof nodes
from which one requestingnode must get permissionfails, the requestingnode cannot
enterthe CS. Therefore althoughthe primary nodeprotocol[4] requiresonly 3 messages
andMaekava’s protocol[24] requiresO(v/N ) messageshey arevulnerableto nodeand
communicatiorfailures,whereN is the numberof nodesin the system.

To makedistributedmutualexclusionprotocolsfault-tolerantto nodeandcommunica-
tion failures,mary researcheapplythereplicacontrol stratgjiesto achieve mutualexclu-
sion. The majority voting protocol[40] andthe quorumconsensugprotocol[15] aresuch
examples.However, theseprotocolsrequirehigh communicatiorcostwhichis O( V) due
to thelarge quorumsize. Althoughthe sizeof a quorumcanbereducedoy usingunequal
voteg[15], theresultingprotocolis notafully distributedonebecaus¢henodeswith higher

weightbearmoreresponsibilityin controllingmutualexclusionthando others.



1.2 Motivations

To reducethe overheadf achievzing mutualexclusionwhile supportingault tolerance,
mary protocolsimposinga logical structureon the networkareproposed3, 10, 20]. The
hierarchicalquorumconsensugrotocol(HQC) [20] requiresO( N%¢3) messageghetree
quorumprotocol[3] requiresO(log N) messageB the bestcaseanddegradesgracefully
andthe grid protocol[10] requiresO(v/N) messagesAll the quorumsconstructedrom
theseprotocolscan be usedto replacethe set of nodesin Maekava'’s protocol [24] to
achieve mutualexclusion.(Notethatin Maekava’s protocol,only onesetis associatewith
eachnode,which makesthe protocolnon-toleranto failures. While thesethreeprotocols
[3, 10, 20] cansupporta nodewith severalalternatve sets.)

In the thesis,we usea triangular meshapproachto develop protocolsfor distributed
mutual exclusion,in which the nodesin the systemare organizedinto a triangularmesh.
We proposehreeprotocolsbhasednthetriangularmesh:thetriangular meshprotocol,the
triple triangular meshprotocolandthe dynamictriangular meshprotocol. In thetriangular
meshprotocol,we associatevith eachnodetwo specialpatterns Thenodesn eachspecial
patternconstituteaquorum.In thetriple triangularmeshprotocol,aquorumcontainsnodes
from somesideof eachof threesubtrianglesn thetriangularmesh.In the dynamictrian-
gularmeshprotocol,threedynamicpathsconstitutea quorumin thegiventriangularmesh.
The quorumsize of theseproposedprotocolsis & thatis O(v/N), where N = 2=+
is the numberof nodesin the system.In the worst case the triangularmeshprotocol,the
triple triangularmeshprotocolandthe dynamictriangularmeshprotocolarefault-tolerant
upto (K —2), (K —2) and( K — 1) siteandcommunicatiorfailures,respectiely. Fromour
simulationstudy thesethreeproposedgrotocolcanhave higheravailability thanCheunget
al’s grid protocol. Moreover, the quorumsizeof the proposedorotocolswill belessthan
thatin Kumar's HQC protocolwhenN is greaterthanor equalto 15 andlessthanthatin

Agrawal etal’s treequorumprotocolwhennodefailuresof somesortexist.



1.3 Organization of the Thesis

Therestof thethesisis organizedasfollows. In Chapter2, we give a surwey of replica
control protocols. This doeshelp sincethe problemof distributed mutual exclusion can
be consideredhsa specialcaseof the replicacontrol problem. Next, we presenthethree
proposedriangularmesh-basegrotocols,i.e., the triangularmeshprotocol,thetriple tri-
angularmeshprotocolandthe dynamictriangularmeshprotocolin Chapter3, Chapter4
andChaptel5, respectrely. In Chaptei6, we studythe performanceincludingavailability,
guorumsize, and fault-toleranceof theseproposedprotocols. We also makea compar
ison of the proposedprotocolswith the otherthreeprotocolswhich alsoimposelogical
structureson the network, including the tree, the hierarchicalquorumconsensusndthe
grid protocol. Finally, Chapter7 givesa summaryand points out somefuture research

directions.



CHAPTER I

A Survey of Replica Control Protocols

In this Chapterwe presenthe systemmodelanda surwey of replicacontrol protocols
including corventionalonesandthoseprotocolsimposinglogical structures.The conven-
tional methodsinclude majority voting, quorumconsensus;oteriesanddynamicvoting,

while theprotocolsmposinglogical structuresncludetree,grid andhierarchicaprotocols.

2.1 The SystemModel

A distributedsystenconsistf asetof distinctsitesthatcommunicatavith eachother
by sendingmessagesver acommunicatiometwork.No assumptionsremaderegarding
thespeedgconnectity, or reliability of the network.

We assumehat site failuresarefail-stop, i.e., nodesstop executingwithout perform-
ing ary incorrectactionsandthat nodecrashesare detectabléby othernodes.We do not
consideByzantinefailures[30] wheresitesmayactin anarbitraryandmaliciousmanner
Communicatiordinks mayfail to delivermessagespo. Combination®f suchfailuresmay
leadto partitioning failures wheresitesin a partition may communicatewvith eachother,
but no communicatiorcanoccurbetweenrsitesin differentpartitions. A site may become
inaccessibl@ueto siteor partitioningfailures.

A distributed databaseconsistsof a setof objectsstoredat several sitesin a com-
puter network. Usersinteractwith the databasdy invoking transactions A transaction
is a partially orderedsequencef readandwrite operationghat are executedatomically
The executionof a transactiormustappearatomic, i.e., a transactioneither commitsor
aborts A commonlyacceptedcorrectnesgriteriain databasess the serializableexecu-

tion of transactionsThe serializablesxecutionis guaranteedby employinga concurency



control mechanisme.g.,locking, timestampordering,or optimistic concurreng control
protocols.

In areplicateddatabase;opiesof anobjectmaybestoredatseveralsitesin thenetwork.
Multiple copiesof an object mustappearas a single logical objectto the transactions.
This is termedasone-copyequivalenceandis enforcedby areplicacontmol protocol. The
correctnessriteriafor replicateddatabases one-copyserializability, which ensuredoth
one-copyeguialenceandthe serializablesxecutionof transactions.

We now formally definethereplicacontmol problem In orderto ensureone-copyequiv-
alence,eachobject > hasassociatedvith it a readquorumanda write quorum. A read
operationis executedby accessingopiesthatconstitutea readquorum,andthenby read-
ing a copy with the highestversionnumber A write operationis executedby writing the
copiesin awrite quorum,andassigninghema versionnumberthatis onemorethanthe
maximumencounteredh the write quorum. To ensureone-copyequivalencethe readand

write quorumsmustsatisfythe following two conditions:

1. Write-write Intersection Property. If g, h aretwo write quorumsthenthey must

have anonemptyintersectionj.e.,g N h # ¢.

2. Read-write Intersection Property. If g is awrite quorumand# is areadquorum,

thenthey musthave anonemptyintersectionj.e.,g N h # ¢.

The problemof mutualexclusionis a specialcaseof thereplicacontrolproblem.Con-
sider an object z, whereno distinctionis madebetweenread and write operations. In
this caseary quorummay be usedby a reador a write operation,andtrivially both the

read-writeandwrite-write conditionsof replicacontrolaresatisfied.

2.2 Conventional Replica Control Protocols

In this section,we briefly describethe corventionalreplica control protocolssuchas

majority voting [40], quorumconsensugl5], coteried13] anddynamicvoting [19].



2.2.1 Majority Voting

Voting is a commontechniqueto ensurethatonly a singlegroup of nodesin a faulty
distributed systemperformssomerestrictedoperation. For example,voting canbe used
to managereplicateddata[15, 40]. In this application,a networkpartition canbreakthe
systeminto isolatedgroups. If thesegroupswere allowedto independentlymodify their
copiesof the data,the datawould diverge andinconsistenciesvould arise. Votescanbe
usedto avoid this. Sinceat mostonegroupcanhave a majority, only onegroupatatime
will updatethe database.Voting canalsobe usedin otherapplicationslike coordinator
election[13] andmodularredundang systemdor fault tolerantcomputing[35].

Although voting guaranteeshattherewill never be morethanonegroupperforming
the restrictedoperationat the sametime, it cannotguaranteehattherewill be anactive
group. For example,considera systemwith threenodesa, b, and ¢, whereeachnodehas
a singlevote. If a partitionterminatescommunicationdbetweenall pairsof nodes,then
no groupwill have a majority of two votes,andno nodewill performthe operation(e.g.,
updatethedatabase)Similarly, if nodes: andb crashnodec will bein thesamesituation.
We call a systenmstatehaltedif therestrictedoperationcannotbe performedoy ary node.

The assignmenbdf votesor the choiceof setof groupscan have a critical effect on
the reliability of a distributedsystem[13]. Considey for example,a systemwith nodes
a, b, c andd andanassignmenthatgiveson voteto each.This seemdike a naturalchoice
becauset giveseachnodeequalweight. Sincethreevotesareneededor a majority, this
is equivalentto the setof groupsS = {{a,b,c},{a,b,d},{a,c,d},{b,c,d}}. But now,
consideranassignmenthatgivesnodea two votesandtheresta singlevote. Themajority
is still threevotes,sothisis equivalentto R = {{a, b}, {a,c}, {a,d},{b,c,d}}. SetRk and
its associatedote assignmenis clearly superiorto S becausell groupsof nodesthatcan
operateunderS canoperateunder R, but not vice versa.For instanceg andb canform a
groupunder R but notundersS. So,if the systemsplitsinto group{«, b} and{c, d}, there
will beoneactive groupunder R but noneundersS. Soclearly, no systemdesignershould

ever selectsetS (or its equivalentvote assignment)in spiteof the factit seemsnatural’



We usetheterms”’R dominatesS” to meanthat R is alwayssuperiorto .S. Obviously, we

wantto ignoredominatedsets(or voteassignments).

2.2.2 Quorum Consensus

Marny distributed mutualexclusionalgorithmsare basedon the conceptof quorums.
A quorumis definedasa setof nodes. To accessa sharedresource permissiongrom a
quorumof nodesshouldbeobtained Exclusve acces®f thesharedesourcess guaranteed
by requiringthatarny two quorumscontainat leastonecommonnode.In this way, for ary
two attemptgo accesshesharedesourceatleastonenodedetectgshesetwo attemptsaand
thusat leastone nodecanschedulehesetwo attemptsto ensurethe exclusive useof the
sharedesource.

Thequorumconsensualgorithmdescribehow accesdy readandwrite operationgo
n copiesof areplicatedobjectcanbesynchronizedA readoperationmustlock ¢, copies,

andawrite mustlock ¢,, copies suchthat

g + q, > n,and

2q, > n.

Thesetwo constraintsarecalledquorumintersectionconditions Basically a write opera-
tion mustassemble quorumof ¢, copieswhile areadmustgatheratleastq, copies,and
in eachcasedentify thecopywith thehighestversionnumber (A versionnumberis main-
tainedwith eachcopy, andis incrementedevery time an updatetakesplace.) Underthese
conditions,thereadandthe write quorumsaresaidto intersect i.e., every pair consistsof

onereadandonewrite, or two write quorumshasat leastone copyin commonbetween
thetwo quorums.Moreover, ary setof ¢, copieswill alwayscontainatleastonecopywith

themostrecentversion.



2.2.3 Coterie

A coterie the generalnotion of quorumsproposedy Lamport[23] aswell asGarcia-
Monlina and Barbara[13], is a setof setswith the propertythatary two membersof a
coteriehave anonemptyintersection.

In [13], thefollowing definitionsandtheoremsaboutcoteriesareprovided.

Definition 2.1 Coterie: LetUU bethesetof nodeshat composéhe systemA setof groups

S is a coterieunderl/ iff

e (G € SimpliesthatG # ¢, andG C U.

¢ Intersection property: IF GG, H € S, thenG and H musthaveat leastonecommon

node

e Minimality: TheearenoG, H € S sudhthatG C H.

Note thatnot all nodesmustappeaiin a coterie. For instance{{a}} is a coterieunder{a,
b, c}.

Definition 2.2 Dominationfor Coteries:Let R, S be coteries(underl/). R dominatesS
iff R # S and,foreah H € S, therisaG € R sudhthatG C H. (Wesaythat ¢ is the
groupthatdominatest).

Definition 2.3 Dominatedand Non-dominatedCoteries: A coterie S (underl/) is domi-
natediff there is anothercoterie(under/) which dominatesS. If there is no sud coterie,

thensS is non-dominatedND).

A dominatedcoterieshouldnot be usedbecausehereis a coteriethat providesmore
protectionagainsipartitions[13] andincurslesscommunicatioroverhead Moreover, non-
dominatedcoteriesare moreresilientto network and site failures than dominatedones;
thatis, the availability andreliability of a distributedsystemis betterif ND coteriesare
used[28]. For instancethe coterie{{a, b, c},{¢, d, e}} shouldbereplacedy {{c}}, and
the coterie{{a, b}, {b, c}} shouldbereplacedby {{a,b},{a,c},{b,c}} or by {{b}}. To

9



checkif acoterieis ND withoutenumeratingll othercoterieswe canapplythefollowing
theorem[13]:

Theorem 2.1 Let S beacoterieunderl/. S is dominatedff there existsa group G C U

sud that

1. (G is nota supersebfanygroupin S.

2. (¢ hastheintersectionproperty Thatis,VH € S,G N H # ¢.

Coterieshave adwvantage®ver the voting schemesincethereareND coteriessuchthat
no vote assignmentsorrespond$o them.For example,the ND coterie
S1 = {{a,b},{a,c,d}, {a,c, e}, {a,d, f},{a,e, [}, {b,c, [},{b,d, e}} cannotbe repre-
sentedby votes. To seethis, onecansetup inequalitiesfor the constraintgdhat votesmust
satisfy (e.g.,v;(a) + v;(b) MAJ(v;), whereMAJ(v;) is the vote majority in v;). It is then
simpleto seethat the inequalitieshave no solution. Moreover, the total numberof vote
assignmentss of the orderof O(2"*), andtotal numberof setof groupsis of the orderof
0(22°"), whereN is the numberof nodesin the systemandc is a constant.As you can
see,voteassignmentyield only a very small portion of theND coteriesthuscoteriesare
a more powerful conceptthanvote assignmentsHowever, it canbe shaovn [13] thatin
systemsawith five or lessnodes,all ND coterieshave corresponding/ote assignmentsin
otherwords,with five or lessnodes coteriesand votesare equialentconceptsandonly
with six or morenodesaretherecoterieshathave no vote assignment.

A secondadwantageof coteriesis thatthey areeasierto enumeratdecausehey have
no duplicateqi.e., all duplicatevote assignmentorrespondo the ND vote assignments)
for systemswith five or lessnodesis extremelysmall It seemscounterintuitve, but for
four nodeghereareonly threebasicchoiceshatmakesensegive onenodeall votes;give
threenodesa singlevote andthefourth none;or give onenodetwo votesandtherestone.
Consideringpermutationsthis becomesa total of 12 choices.(Contrastwith the 2!5 — 1
or 32,767possiblesetsof groupsfor a4-nodesystem.)No othercaseseedbe considered

for anoptimizationprocedure Evenfor five nodesthereareonly sevenbasiccasespr 131

10



includingpermutationgwhichis muchsmallerthanthemorethan2 x 10° possiblesetsof
groups).

Disadwantagesalsoexist. Voting is appealingbecausaet is flexible and canbe easily
implemented. In contrast,in a systemthat usescoteries,operationsmustknow all the
groupsof the coterieandtestif the nodesthatrespondedgositively to its requestform a
groupof thecoterie.In acoterie-basedystemaddingandremoving anodemay causehe
additionanddeletionof numerougroups8].

Toward the generalcoteriedesign,Garcia-Molinaand Barbaradefineda domination
relation betweencoteriesin orderto narrov down the solution spaceconsideredby the
systemdesigner Garcia-MolinaandBarbarg13] developeda transformatioralgorithmto
enumeratéND coteriesfor small systems By this enumerationsomeobjectve functions
may be maximized. However, the TA proposedn [13] is not appropriatefor the caseof
large coterie designdue to the unexpectedpropertiesof the new producedND coterie.
The partialenumeratioralgorithmproposedn [13] is alsonot appropriatedueto its high
computatiorcomplexities.

NeilsenandMizuno proposea join algorithm[28], which takesnonemptycoteriesas
input, and returnsa new, larger coterie. The new coterieis calleda compositecoterie
They prove thata compositecoterieis nondominatedf andonly if the input coteriesare
nondominated.

In [17], by assigninga Booleanvariableto eachelemenin U/, IbarakiandKamedarep-
resentafamily of subset®f U/ by aBooleanfunctionof thesevariables.They characterize
the ND coteriesasexactly thosefamilies which canbe representedy positive, self-dual
functions.In this Booleanframework, they prove thatary functionrepresentingnND co-
teriecanbedecomposethto copiesof thethree-majorityfunction,andthis decomposition
is representablasabinarytree.

In [34], Shouand Wang provide a simple way to producenew larger ND coteries
throughtransformatiorform smallerND coteries By systematicallyapplyingour transfor

mation,coteriescanscalewell for alarge numberof nodes.

11



Theproblemof enumeratingoteriessothatperformance&anbeoptimizedby choosing
the bestonehasbeenaddressethy severalresearchersin [13], analgorithmis described
that canbe usedto generatea subsetof the mutual exclusion coterieswhich include all
coteriesobtainedfrom vote assignments.The authorspresentedan algorithmin [7] to
generatall voteandquorumassignmentthatneedto be consideredn optimizingreading
andwriting of replicateddata. The methodpresentedn [21] generates subsetof the

mutualexclusioncoteriesobtainedrom vote assignments.

2.2.4 Dynamic Voting

Thequorum-basedhethodsstatedabore areall static thatis, thosecoterieadoptecare
not changedaccordingto the stateof the system. In contrast,dynamicschemesisethe
stateinformationto determinethe bestquorumsetof to reconfigurethe logical structure,
andadaptinvocationalgorithmssuchthat the availability of the systemcanbe improved
[5, 12,16,19].

The weaknes®f majority consensusoting andof all other staticvoting protocolsis
thatthequorumis fixed—itcannotchangeoncethesystemhasbegunoperation Becausef
this, afew failurescanrenderthe datainaccessibleDynamicvoting [11] is a consisteng
andrecovery control algorithmfor replicatedobjectstailoredto ernvironmentssusceptible
to site failuresandnetworkpartitions. Dynamicvoting algorithmsareespeciallyinterest-
ing becausehey provide high reliability andavailability while handingnetworkpartitions
correctly This policy adjuststhe necessarguorumof physicalcopiesrequiredfor anac-
cessoperationwithout manualintervention. A groupof physicalcopies,comprisedof a
majority of the currentphysicalcopiesthat can communicateamongthemseles, is re-
ferredto asthe majority blodk. Theirimplementations complicatedoy therequiremenbf
instantaneoustateinformation,whichis costlyin termsof networktraffic.

Basically dynamicvotingis basedntheconcepbf theconnectiorvector Theconnec-
tion vectorinstantaneouslyecordsthe stateof the networkwith respecto all sites.Each
physicalcopy of a replicateddataobjecthasan associate@nsembleof stateinformation

consistingof the versionnumberand partition vector The versionnumberof a physical
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copyrepresentshe numberof successfulvrite operationdo thefile thatareknown to the
physicalcopy The partition vectorat site recordsthe versionnumbersof all sitesasthey
weremostrecentlyreceved by thatsite.

In its original form dynamicvoting allows accesse® proceedsolong asastrictmajor
ity of the currentphysicalcopiesareaccessibleln situationswherethe numberof current
physicalcopieswithin a group of mutually communicatingsitesis equalto the number
of currentcopiesnotin communicationdynamicvoting cannotproceedanddeclareghe
replicatedfile to beinaccessible.

The basisof coreprotocolis the algorithmfor detectingwhetherthe accessequests
originatingwithin the majority partition. Sincetherecanbe only one majority partition,
mutualexclusionis guarantee@ndconsistenyg is presered.

The adwantageof the dynamicvoting schemeover the staticone are summarizeds

follows:

1. The numberof sitesnecessaryor anupdateis a function of the numberof current

copiesin existenceatthetime of theupdate.
2. Thusrequiredquorumchangeslynamicallywithoutany manualintervention

3. Thusrequiredquorumchangegdynamically (without any manualintervention)ac-
cordingto changesn the configurationthat are due to site and/orcommunication

link failures.

4. A file canbeupdatedn a partitionif it containsmorethanhalf of the currentcopies

ratherthanhalf of theall copies.
5. Simpleto stateaswell asimplement.

6. It doesnotrequirea complicatednessage-basexordinationrmechanism.

13



2.3 Quorum Protocolsimposing Logical Structur es

Cornventionalalgorithmsfor managingeplicateddata,suchasmajority voting[40] and
guorumconsensugl5], requirethata majority of datacopiesbe accessetbr write access.
Variations[18] of the quorumconsensuslgorithm have beenproposedto improve the
availability of thequorumconsensugrotocol. The advantage®f thesealgorithmsarethat
they offer very high availability. However, the dataaccessingostis very high becausehe
guorumsizeis O(N), whereN is thenumberof datacopies.

Recently mary algorithmshave beenproposedo exploit a logical structuringof data
copiesto reducethequorumsizewhile keepinghigh availability. Recentresearclon man-
agemenbf replicateddatahasfocusedon organizingmultiple copiesof an objectinto a
logical structure[2] andexploiting it to obtainsmallerquorumsizesthanis possiblewith
cornventionalmethods Examplesf techniquedasednlogical structureare:treeprotocol
[1], grid protocol[9] andhierarchicalquorumconsensu$20]. In this section,we give a

brief descriptionof theseprotocolsimposinglogical structures.

2.3.1 TreeProtocol

In [1], it is proposedhat the » copiesof an objectbe logically organizedto form a
completebinarytree;i.e.,if k is thelevel of thetree,thenit has2*+! — 1 copieswherethe
rootis atlevel 0. The standardreeterminology i.e., root, child, parentleaf, etc.,is used.
A pathin thetreeis definedto beasequencef copiedsy, s, . . ., s;, Sit1, - - - , $, SUChthat
s;+1 Isachild of s,.

The algorithmfor constructinga quorumfor a binarytreecaninformally be described
asfollows. A quorumis constructedy selectingary pathstartingfrom therootandending
with ary of theleaves. If successfulthis setof copiesconstitutesa quorum.If apathcannot
be constructeddueto the inaccessibilityof a copy, ¢, residingon a failed or inaccessible
site (dueto partitioningfailures),thenthe algorithmmustsubstitutefor thatcopywith two
paths bothof which startwith the childrenof copy ¢ andterminatewith leaves. Note that

eachpathmustterminatewith aleaf, hencef thelastcopyin the pathis inaccessiblethe
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Figure2.1 A completebinarytreeof sevencopiesof areplicatedobject

operationmustbe aborted.It is shavn thatin the bestcasethe sizeof the quorumis logn.
This caseariseswhenthereareno failuresor undercertainfavorablefailure distributions.
In the worst case,the size of the quorumincreasego [n/2]. This situationoccurs,for
example,whenall interior nodesof the treeareinaccessibleln Figure2.1, 7 copiesof a
replicatedobjectareorganizedinto a completebinarytree. Whenthereis no inaccessible
sites,thesetsof nodes{ 1,2,4},{1,2,5},{1,3,6 } and{ 1, 3, 7 } areexamplesof
valid quorums.If therootis inaccessiblethesetsof nodes{ 2,4, 3,6 } and{ 2,5, 3,6 }
areexamplesof valid quorums.Now, if nodel, 2, and3 areinaccessiblethe setof node{
4,5,6,7 } isavalid quorum.

A simple extensionof this protocolfor readandwrite accesgequiresthat bothread
andwrite operationsobtainquorumsusingthe tree protocol. Thus,the sizesof the read
andwrite quorumsrangefrom log » to [n/2]. However, this schemehasthe undesirable
propertythat thereis unnecessaryedundang sincetwo readoperationsalwayshave a
nonemptyintersection.Thus,theefficiency of thissolutionis attheexpenseof unnecessary
redundanyg for readoperations.

The availability of quorumsin thetreeprotocolis alsosensitve to failure patterns.in
theworstcasethefailure of log » sites,whichform apathin thetree,preventtheformation
of thequorum.Onthe otherhand,if every site excepttheabore log . sitesfail, aquorum

canstill beconstructedThusin the bestcasethe protocolcantoleraten — logn failures.
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Figure2.2 A 4 x 4 grid in thegrid protocol

2.3.2 Grid Protocol

Thegrid protocol[10] logically arrangeghe nodesin the systeminto a grid network.
The protocolalsoassumeshatnodefailuresarefail-stop. A readquorumgroupcontains
exactly one nodefrom eachcolumn. A write quorumgroup consistsof nodesin a read
groupandall nodesin a columnof thegrid. Figure2.2shavsa4 x 4 grid. The setsof
nodes{ 5, 6, 11, 16 } and{ 2, 6, 10, 14, 9, 7, 16 } constitutea readanda write group,
respectrely. Thegrid topologyis only aconceptuatool usedto describeheprotocol. The
availability of quorumsin thegrid protocolis sensitve to failure patterns.In particular if
onecolumnis notaccessibleneitherreadnor write quorumcanbeformed. If we consider
av/N x /N grid, thesizeof readandwrite quorumis v/ N and2v/N — 1, respectiely. In
theworstcase readandwrite operationsareresilientto /N — 1 failures.In thebestcase,

readandwrite operationsareresilientto N — /N and N — 2v/N + 1 failures.

2.3.3 Hierarchical Quorum Consensus

The hierarchicalquorumconsensugprotocol[20] logically organizesa setof copiesof
anobjectin a databasento a multilevel tree (of depthm) with theroot aslevel 0. The
physicalcopiesof anobjectarestoredonly in theleavesof thistreeor atlevel m, while the

higherlevel nodesof thetreecorrespondo logical groups.A nodeatlevel:, where; varies
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Figure2.3 Organize9® copiesinto a 2-level hierarchy

from 0 to m — 1, is viewed asa logical groupwhichin turn consistsof /,,; subgroupsat
level: + 1. A quorumis associateavith eachlevel andto accesslogical groupatacertain
level, aquorumconsistingof its subgroupsnustbefirst assembledA read(write) quorum
atlevel : is definedasthe numberof subgroup®f alevel : — 1 groupthatmustbe locked
by a read (write) operationto obtainread(write) accesgo the group. The read(write)
quorumat level i is denotedby r;(w;). Notethatthisis arecursve definition. Therefore,
eachlevel ; groupmustin turnassemble;,; of its subgroupstlevel: + 1, andsoon. This

would eventuallytranslateinto a quorumconsistingof physicalcopiesof the object. For

1 =1,...,m,r;, w;, andl; mustsatisfythefollowing constraints:
ri +w; > [, and (2.1)

To performread(write) operationon the replicatedobject,a read(write) quorumat level
0 mustbe obtainedfirst. In Figure2.3,9 copiesof a replicatedobjectareorganizednto a
2-level hierarchywith [; = I, = 3, andr; = r; = w; = wy = 2. Thesetof nodes{ 1, 2, 5,
6 } is avalid quorumsincetheset{ 1,2 } and{ 5, 6 } constitutea quorumat nodea and
b, respectiely. Thesetof nodes{ a, b } in turn constitutesa quorumat root. Also, the set
of nodes{ 1,2,7,9 } and{ 5, 6, 7,8 } arevalid quorums.
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The quorumsize of this protocolis N°¢%. Contrastthis with the majority consensus
methodwherethequorumsizeis [ ¥1]. It is evidentthatthequorumsizein thehierarchi-
cal guorumconsensugrotocolwill grow ata muchslower ratewith respecto NV thanin

the majority voting method.
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CHAPTER I

The Triangular Mesh Protocol

In this Chaptey we presentthe triangularmesh(TM) protocol. We first give the def-
initions and examplesof TM quorums.Next, we describethe algorithmfor constructing
a quorumof the triangularmeshprotocol. Then,we presenta proof of correctnes®sf the

proposedrotocol.Finally, several propertiesof the protocolaredescribed.

3.1 Definitions

We organizenodesinto atriangularmesh.A k-triangular meshconsistsf a vertex set
V andanedgeset£. V is definedasasetof (z, y)-tuples,wherez, y arebothintegers,
0<z<k-1,0<y<k-1land0 <z +y <k — 1. They-axisis slantedto theright
30 degreeto accommodatéhe left-handsideof theright triangle. £ is definedasa setof
vertex pairs(vy, ve), wherev; andv, arein V, vy = (21, y1), v2 = (22,y2) andxy, y1, x2

andy, satisfyoneof thefollowing conditions:

$1—$2:y2—y1:1,
$2—$1:y1—y2:1,

|z — 2o |+ |y — w2 |= 1.

A 6-triangular meshis shovn in Figure3.1. In this example,node3is at (0, 3) andnode
13isat(3, 1). Theleft-hand,right-handandbottomsidesof theright trianglearereferred

to assideO, sidel andside2, respectiely.

Definition 3.1 Each quorumconsistsof a centerand subquorum, fori = 0, 1, 2. Sub-
guorum: consistof nodesof a subcolummarallel with a sidedeterminedy the type of

guorum,startingat the centerandendingat side:.
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Figure3.1 A 6-triangulammesh

Definition 3.2 Thesubquorum of a type-1quorumis parallel with side( (i + 1) mod 3),
fori=0,1,2.

Example 3.1 In Figure3.2-(a),theset{ 7, 3,8,9,11,16 } constitutesa quorumwhose
centeris 7. In Figure3.2-(b),a quorumconsistof theset{ 9, 5, 2, 0, 13,18 }, with node
9 asits center andsubquorumi of this quorumcontainsthe centeronly. Also, the set{
15,16,17,18,19, 20 } is avalid quorumwhosecenteris nodel5, andsubquorun® and

2 containthe centeronly.

Definition 3.3 Thesubquorumi of a type-2quorumis parallel with side( (i 4+ 2) mod3 ),
fori=0,1,2.

Example 3.2 In Figure3.3-(a),theset{ 8,7, 6,5,13,19 } constitutesa quorumwhose
centeris 8. In Figure3.3-(b),a quorumconsistsof theset{ 18,17, 16, 15,13, 9 }, with
nodel8 asits center andsubquorun® of this quorumcontainghe centeronly. Also, the
set{ 20,19,18,17,16,15 } is avalid quorumwhosecenteris node20, andsubquoruni
and2 containthe centeronly.

We candescribethe quorumdefinedabove in anotherway. A quorumconsistsof a
centerandsubquorum;, for : = 0, 1, 2. Subquorum is asequencef nodes| v, . .., v, ),

whereu, is the centerof thequorum,anduv,, is theendingnodeof the subquorumFor ary
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Figure3.2 Exampleof type-1quorumsn TM: (a)atype-1quorumin a6-triangulamesh;
(b) atype-1quorumwhosesubquorunil containsonly the center
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Figure3.3 Exampleof type-2quorumsn TM: (a)atype-2quorumin a6-triangulamesh;
(b) atype-2quorumwhosesubquorun® containsonly the center
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two adjacennodesv;, v,41, for y = 0,...,m — 1, they mustsatisfyoneof the following

conditionsaccordingto ::

1. Fortype-l1quorum:

(@) zj41 —z; = —1andy;41 —y; = 1, when: = 0;
(b) Tjp1 — T; = 1 andyj+1 =Y, when: = 1;

(€) zj41 = z; andy;+ —y; = —1, when: = 2.
2. Fortype-2quorum:

(@) zj4+1 — z; = —1landy;4, = y;, when: = 0;
(b) Tit1 = 5 andy]'+1 —Y; = 1, WhenZ = 1,

(€) xj41 — x; = 1l andy,;4; — y; = —1, when: = 2.
j j i j

Also, we will callaquorum”associatedvith” nodez if it usesnodex asits center

3.2 The Algorithm for Constructing Quorums

In ouralgorithmto construciaquorum,eachnodeis associateavith two kindsof infor-
mation: nodestatusandquorumstatus Nodestatusindicatesvhethera nodeis Available,
Unavailableor Unknown Quorumstatusshaws thatwhetherit is possibleto constructa
type-1or type-2quorumusinga given nodeasits center Initially, we setnodestatusto
be Unknown andquorumstatusto be Type-1Maybe Available, Type-2Maybe Available
for all nodes. The setnode_of _quorum is usedto recordthe nodeswhich grantthe re-
guestandareincludedin the quorumbeingconstructed.The setrnode_granted is usedto
recordthe nodesgrantingthe requesbut not belongingto node_o f _quorum. First, we try
to constructa type-1 quorumassociatedvith the requestingnode. If onefailed nodeis
encounteredwe find thosenodeswhich will containthe failed nodein their type-1quo-
rum and mark thesenodesas Type-1Unavailable sincethe failed nodewill preventthe
constructionof type-1quorumswhich is provedin lemmasl and2 in Section3.4. Also,

we find thosenodeswhich will containthe failed nodein their type-2quorumandmark
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thesenodesType-2Unavailable Next, if thereexists ary nodein nodegrantedwhich
is Type-1Maybe Available, we try to constructits associatedype-1 quorumwhich will

containthe largestfraction of nodegranted If it fails, all nodesin nodegrantedaretype-
1 Unavailable Then,we try to constructa type-2 quorumin the similar way. If it fails
again,we will find whetherthereexists a nodewhich hasnode statusequalto Unknown
andquorumstatusequalto Type-1Maybe Available or Type-2Maybe Available. If such
a nodeexists, we repeatthe above stepsagainto constructa type-1or type-2 quorum.
When all of the casedail, thereis no type-1or type-2 quorumavailable. (Note thatin
Section4.3, we shav one of patternsof failed nodeswhich prevent the constructionof
ary quorum).Figure3.4and3.5 shav theflowchartsfor procedureconstructquorumand

constructsubquorumgsrespectiely.
Algorithm for the Triangular Mesh Protocol

rocedure initialize_status;
egin
for eachnode(x, y) in thesystemdo
setstatus(xy, Unknown, Type-1Maybe available, Type-2Maybe available);
em tythellsts nodeof_quorum,nodegranted
end; (* initialize_status*)

procedure constructsubquorumsfuorumtype integer, cente): boolean;
var subquorum mtegercs b|nd|catewh|ch subquorunis belngconstructed)

subquorunfinished boolean;
begin
for subquorum= 0to 2do
begin

set(i, j) to center
subquorunmfinished= FALSE;
repeat
|f (query.status(ij, Unknown) == TRUE) then

be
fg(request(u) = GRANTED) then
begin
setstatus(i,j, Available);
addnode(l, j) into nodeof quorum;
if (query.status(ij, Endln%Pomt ,Subquorum==TRUE) then
subquorunfinished=T
ec!lseset(l j) to the next nodeaccordingto subquorunandquorumtype
en
else(* requesis deniedby (i, j) *)
begin
seLstatu é J, Unavailable);
for all nodeg(x, y) belongingto type 2quorumwhosecenteris (i, j) do
setstatus(xy, Ty ge 1 Unavailable);
for all nodeg(x, y) belongingto type-1quorumwhosecenteris (i, j) do
setstatus(xy, Type-2Unavailable);
appendhecontentof nodeof_quorumto nodegranted
emptynodeof_quorum
return (FALSE);
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end;
end;
else(* querystatus(ij, Unknown) == FALSE, maybeAvailableor Unavailable*)

begln
if(query.status(ij, Available)== TRUE) then
begin
move node(i, j) from nodegrantedto nodeof_quorum
if (query.status(ij, EndingPoint,subquorum== TRUE) then
Isubquorumfinlshed: TRUE
else
dset(i, j) tothenext nodeaccordingo subquorurmandquorumtype
en
else(* node(i, j) is Unavailable*)
begin
appendhecontentof nodeof_quorumto nodegranted
emptynodeof_quorum
return (FALSE);
end;
end;
until &subquorurtfinished);
end; (* for *)
end; (* constructsubquorums)

procedure constructquorum:boolean;
var loop: boolean;
begin
initialize status;
usetherequestingnodeascenter
while (TRUE) do
begin
loop = FALSE;
repeat
if (constructsubquorums(lgente) == TRUE) then
begin
releasall thenodesnotincludedin thequorum;
return(TRUE);
end;
from nodegranted anodeis choosediscenterwhich is Type-1Maybe Availableand
whoseassociatetlype-1quorumiif available,will includethelargestfractionof nodegranted
if nonodeof thiskind is availablethen loop = TRUE;
until (loop);
loop = FALSE;
repeat
rom nodegranted anodeis choosedscenterwhichis Type-2Maybe Availableand
whoseassociatetlype-2quorumiif available,will includethelargestfractionof nodegranted
ifI no nodeof thiskind is availablethen loop= TRUE
else
befqin
|b (constructsubquorums(2;ente) == TRUE) then
egin
releasall the nodesnotincludedin thequorum,;
return(TRUE);
end;
end;
until (loop);
selectanodewhichis Unknown andeitherType-1MaybeAvailable
or Type-ZMag/beAvailable or both;
if no suchkind of nodecanbefoundthen
begin
releasenodesin nodegranted
return(FALSE);
end;
usethe selectechodeascenter
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end; (* endwhile *)
end; (* constructquorum®)

3.3

Proof of Corr ectness

To shaw thattheproposedrotocolcanensuranutualexclusion,thefollowing theorem

is used.

Theorem 3.1 Anytwo quorumsof the triangular meshprotocolintersect.

Proof. We prove by first constructinga quorumz, thenfurtherconstructionof a quorum

y will intersectsomenodein quorumz. Therearethreecasesvhich shouldbetakeninto

accountaboutwherethe centerof quorumz is:

(1)

(2)

3)

If the centerof quorumz is a nodeinsidethetriangularmesh,quorumz will divide
thetriangulameshinto threeregionsandno nodesof quorumaz belongto arny region.
To preventfrom intersectingguorumsz, the centerof quorumy shouldresidein ary
region. Sinceevery region canprovide nodesof two sides,only theothertwo regions
canprovide nodesof the third sidewhich quorumy needs.The pathfrom the center
of quorumy to anotheregionwill intersectsomenodeof quorumz sinceevery two

regionsareseparatedby quorumsz.

If the centerof quorumz resideson ary of threesidesbut is not ary of threecor-
ners,quorumz will divide the triangle into two regions. Sinceevery region can
provide nodesof two sides,only the otherregion canprovide nodesof the third side
which quorumy needs.The pathfrom the centerof quorumy to anothermegion will

intersectsomenodeof quorumz.

If the centerof quorumz is oneof threecornersquorumz will containall nodesof
onesideof thetriangularmesh,quorumy will intersectquorumz atleastonenode

sincequorumy mustgetatleastonenodefrom every side. O
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3.4 Propertiesof the Protocol

Thefollowing lemmasshov how afailed nodeaffectsthe constructionof quorumsof

othernodes.

Lemma 3.1 In ak-triangular meshgivena nodez, thenthosenodesof thetype-1lquorum

associatedvith = will includenodez in their associatedype-2quorums.

Proof. Let (o, yo) bethe(z, y)-tupleassociateavith nodez. Threesetsof nodes:

{(.17, wO—I—yO_‘T) |0§‘I§‘T0}7 (31)
{(u —yo, yo) | w0 +yo <u <k —1}, (3.2)
{(z0, ¥) 10 <y < wol, (3.3)

constitutesubquorun®, 1, 2 of thetype-1quorum,respectrely. And thefollowing sets:

{(z, y0) | 0 < & < o}, (3.4)
{(l'o, U — .I’o) | o+ yo S u < k— 1}7 (35)
{(zo+yo—y,y) |0 <y <y}, (3.6)

issubquorun®, 1, and2 of thetype-2quorum respectrely. Takeanodey from subquorum
0 of thetype-1quorumassociateavith =, letits (x, y)-tuplebe(zy, y1), andfrom (1), we
getd < z; < xg, andy; = zo + yo — x;. Thesetwo relationsimply thaty, < y;. From
(6), the (z, y)-tuple of ary nodeof subquorum2 of the type-2 quorumassociatedvith
nodey is (z; + y1 — vy, y), where0 < y < y,;. Sincey, < y;, we canreplacey with y,
in (z1 +y1 — y, y) andget(zg, yo) = Nodex; i.e., nodez is a nodeof type-2quorum
associateavith y. In a similar way, we canshow thatthe nodesof subquorumil, 2 of the

type-lquorumassociateavith = will includez in thesubquorun®, 1, respectiely. O

Lemma 3.2 In ak-triangular meshgivena nodez, thenthosenodesof thetype-2quorum

associatedvith = will includenodez in their associatedype-lquorums.
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Proof. This canbeprovedin thesimilarway asin Lemmag3.1. O

Theorem 3.2 Givena k-triangular mesh,the quorumsizeof the proposedprotocolis kK,

which is proportionalto v/ N, wheee N is thenumberof nodesin the system.

Proof. Assumethatthe(z, y)-tupleassociatedith thecenterof agivenquorumis (o, yo ),
subquorun® is a sequencef nodes(vo, ..., v.,), Wherev, is the centerandv,, is the
endingnode. Take ary two adjacentnodesv,y1 = (zit1, yit1), andv; = (x;, y;), the
condition (z;4; — 2; = —1) istrueforall: = 0,..., m — 1. Whenwe tracefrom
the centerto the endingnode, we find thatthe valueof = in the (z, y)-tupleis changed
from z, to zero; therefore,thereare (xo + 1) nodesin subquorum0. Apply the same
approactandnotationto ary two adjacennodesv;; andv; in subquoruni, the condition
((%i41+Yit1) — (z;+y;) = 1) holds.Sincethevalueof (z +y) is changedrom (o +yo) to
(k—1), thereare(k — xo — yo) nodesn subquorund. Similarly, for ary two adjacennodes
v;+1 andv; in subquorun®, the condition(y;+1 — y; = —1) holds. Sincethevalueof y is
changedrom y, to O, thereare(y, 4+ 1) nodesin subquorun®. Sincethe centeris counted
threetimes,thenumberof nodesin thequorumis (zo+ 1) + (k—z0 —yo) + (yo+ 1) =2 =
k. Given N = w nodesin a k-triangular mesh we getk < v2N < k+ 1, i.e.,
V2N —1 < k < v2N. Apparently & is of O(v/N). O
Thefollowing theoremshaws thatthe triangularmeshprotocolis not vote assignable.

Theorem 3.3 Thetriangular meshprotocol doesnot havean equivalentvote assignment
for k£ > 3.

Proof. Therearetwo caseshich we have to takeinto consideration = 3 andk > 4.

(1) We labeleachnodein a 3-triangularmeshasdepictedin Figure 3.6. Assumethat
thereexistsanequvalentvote assignmenivhich assigns positive vote v; to nodes.
Thesetof nodes{ 0,1,3},{0,2,4},{1,2,5} and{ 3,4,5 } arevalid quorums.

Thereforefour inequalitiesareobtained:

vo + v + v3 > vy + vy + vs, (3.7)
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Figure3.6 A 3-triangulamrmesh.

’UO—|—U2—|—’U4 > U1—|—U3—|—U5, (38)
(%] + (%) + Vs > Vg + U3 + V4, (39)
’U3—|—U4—|—’U5 > ’UQ—|—U1 —|—’L)2. (310)

From(3.7)and(3.8),we get
Vo > Us. (311)

Butfrom (3.9)and(3.10),
Vs > V. (312)

Thisis a contradiction.Hence thetriangularmeshprotocoldoesnot have anequi-

alentvoteassignmentvhenk = 3.

(2) For ak-triangularmeshwherek > 4, therewill benodeswhich do notresideat ary
sideof thetriangularmesh.We partitionthe nodesof the triangularmeshinto seven
disjointsets:.Cy, Cy, Cy, Sy, S1, S; and/. ThesetC;, where: = 0, 1, 2, containonly
the nodenot residingat sidei. ThesetsS;, where: = 0, 1,2, containsthosenodes
residingat side: of the triangularmeshbut not at ary corner The set/ contains
the nodesnot residingat ary side. Figure 3.7 shaws the partition of the nodesin a

7-triangularmeshinto the setsdescribedabore.

Assumethatthereexistsanequvalentvote assignmenivhich assignsa positive vote
to eachnode. The notationVx standsfor the sum of the votesof every nodein
set X. Sinceall nodesof a side constitutea quorum,we cangetthreeinequalities
immediately:

Voo + Vo, + Vs, > Ve, + Vs, + Vs, + Vi, (3.13)
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Cq

Figure3.7 Thepartitionof nodesn a 7-triangularmesh

Vo, + Vo, + Vs, > Vo, + Vs, + Vs, + V7, (3.14)
VCO + V01 + V52 > VG2 + VSO + Vsl + V7. (315)

Now, we add ary two inequalitiesand remove identical items from the resulting

inequality threenew inequalitiesareobtained:

VC2 > V52 + Vi, (316)
VOO > VSO + Vi, (317)
Vo, > Vi, + V. (3.18)

Now, add(3.16),(3.17)and(3.18)togetheywe get
VCO + V01 + VC2 > VSO + VSl + V52 +3 x V. (319)

It is obviousthatthe setof threenodesresidingat cornersdoesnot constitutea valid
guorum,we get
VOO + VCl + V02 < VSO + V51 + V52 + V7. (320)

From(3.19)and(3.20),we get
Vi <. (3.21)
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This violatesthe fact thatwe assigneachnodea positive vote. Therefore the trian-

gularmeshprotocoldoesnot have anequialentvote assignment. O
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CHAPTER IV

The Triple Triangular Mesh Protocol

In this Chapteywe presenthetriple triangularmesh(TTM) protocol. We first give the
definitionandexamplesof TTM quorums.Next, we describeéhealgorithmfor constructing
aquorumof thetriple triangularmeshprotocol. Then,we presenta proof of correctnessf

the proposedrotocol.Finally, several propertiesf the protocolaredescribed.

4.1 Definition

The k-triangular meshusedin TTM is the sameasthat usedin TM. Given a node
x residinginside the triangularmesh,we candraw threelines along thoseedgesof the
triangularmesh suchthateachof themis parallelwith onesideof thetriangularmeshand
passeshroughthe given node. Basedon thesethreesidesandthreelines, threesmaller
trianglesare formedin the triangularmesh. Figure 4.1 shavs suchan example,where
node?7 is the given center We definea small triangle as subtrianglei suchthat one of
its sidesis a subsetof sidei of the triangularmesh,anddefinesubtrianglei’s two sides
counterclockwiselywhich are not subsetsf ary side of the triangularmesh,asside (a)

andside(b), respectiely. Figure4.2 shavs sidesof threesubtrianglesrom Figure4.1.

Definition 4.1 Ead quorumconsistof a centerandsubquorum, fori = 0, 1, 2. Subquo-
rumi containsall the nodeson eitherside(a) or side(b) of subtrianglei, andwereferto

theformerassubquorum-(a) andthelatter assubquorum-(b), respectively

Also, we will call a quorum”associatedwith” nodez if it usesnodex asits center
anda subqguorunifassociatedwith” nodez if it is a subquorunof the quorumassociated

with nodez.
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Figure4.1 Subtrianglesn a 6-triangularmeshin TTM

(2)
"ty .
Side 0 ‘ Side (b) Side (a) Side 1
Ca ﬁ’@‘@

Side (a)

Side (b)
() (b)
(7)
Side (b) @:@ Side (a)
@Qwi s
(18
Side 2
()

Figure4.2 Sidesof subtrianglesn TTM: (a) subtriangléd; (b) subtrianglel; (c) subtriangle
2.
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Example 4.1 For a noderesidinginside a triangularmesh,thereare eight quorums
associateavith it. Figure4.3 shawvs eightquorumsassociatedavith nodea residinginside
a6-triangulamesh.

Example 4.2 Foranoderesidingatonesideof atriangularmeshbut notatary corners,
therearefour quorumsassociatedavith it. Figure4.4 shavs four quorumsassociatedvith
nodea residingat oneside of the triangularmesh. (Note that the numberof subtriangles

generatedlepend®nthelocationof the centerof thequorum.)

We candescribethe quorumdefinedabore in anotherway. A quorumeconsistsof a
centerandsubquorum;, for : = 0, 1, 2. Subquorum is asequencef nodes| v, . .., v,,),
whereu, is the centerof thequorum,andv,, is theendingnodeof thesubquorumAny two
adjacennhodesv;, v;41, 0 < 7 < m in thesubquorummustsatisfythe conditionaccording

to its type:
(1) zj41 — z; = —1 andy;4+1 = y;, for subquorun®-(a);
(2) zj41 —x; = —1 andy;4+1 — y; = 1, for subquorun®-(b);
(3) zj41 = z; andy;+1 — y; = 1, for subquorun-(a);
(4) zj41 — x; = 1 andy;+1 = y;, for subquorun-(b);
(5) zj41 —x; = 1 andy;4+1 — y; = —1, for subquorun®-(a);

(6) zj+1 = z; andy;+1 — y; = —1, for subquorun®-(b).

4.2 The Algorithm for Constructing a Quorum

In our algorithm to constructa quorum, eachnodeis associatedvith two kinds of
information: node statusand subquorumstatus Node statusindicateswhethera node
is Available, Unavailableor Unknown Sincea quorumconsistsof three subquorums,
we associatevith eachnodethree subquorumstatuselementswhich shav that whether
it is possibleto constructsubquorum associatedvith a given node,forz = 0, 1, 2.

The legal valuesof subquorunstatusof subquorum are0, 1, 2 or 3 which indicatethat
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Figure4.3 Examplesf quorumsassociatedvith a nodea in a 6-triangularmeshwherea
residegnsidethetrianglein TTM: (a)-(h).
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Figure4.4 Examplesf quorumsassociatedvith a nodea in a 6-triangularmeshwherea
residesatonesidebut is notatacornerin TTM: (a)-(d).
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subquorum-(a) or i-(b) maybeavailable,subquorum-(a) is unavailable,subquorum-(b)
is unavailable,andneithersubquorumi-(a) nor (b) is available,respectiely.

Initially, we setnodestatusto be Unknown and subquorumstatusto be zerofor all
nodes. The setnodeof subquorumis usedto recordthe nodeswhich grantthe request
andareincludedin the subquorumbeing constructed.When the constructionof a sub-
guorumsucceedsthe nodesin nodeof_subquorumaremovedto the setnodeof_quorum
otherwisethey aremovedto thesetnodegranted

Eachquorumconsistsf threesubguorumsindeachsubquoruntanbe constructedn
a similar way which will be describedater A gquorumassociateavith a givennodez is
availableonly if all of its subquorums, for : = 0, 1,2, areavailable. If oneof themis
unavailable,no quorumassociatedavith nodez is available. In this case we selecta node
y asthenew centerfrom thosegrantednodessuchthatnoneof nodey's subquorunstatus
is of value3 andnodey will includethelargestpartof thosegrantedhodesn its associated
qguorum. Then, we releasethosegrantednodeswhich will not be includedin nodey’s
associatedqjuorumsandtry to constructa quorumassociatedvith nodey. If nonodelike
y canbe found,we randomlychoosea untriednodeto be the new centersuchthatnoneof
its subgquorunstatuss of value3 andrepeathe samestepsto constructa quorum.

We now describehow to constructa subguorumassociatedvith nodex. Sincethere
aretwo alternatvesfor a subquorunexceptthe casewherethe subquorunctonsistof only
onenode,we first try to constructoneinstanceof the subquorumby issuingrequestgo
nodesin thedirectionfrom the centerto theendingnode.If the constructiorsucceedshe
subquorumss available. Otherwise,the constructionfails dueto someunavailable node
v, we mark nodewv unavailable, find thosenodeswhoseassociatedubquorumswill in-
cludenodewv andchangetheir subquorunstatusaccordingly thentry to constructanother
instanceof the subquorum.If it fails again,no instanceof this subquorums available;
therefore,no quorumassociatedvith node z is available, we apply the stepsdescribed

previously to choosea new centerandthenrepeatthe constructionsteps.Finally, if there
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is no nodewhich canbe usedasthe new centerandno quorumis availableyet, the con-
structionfails. Figure4.5and4.6 shav theflowchartsfor procedureconstructquorumand

constructsubquorumrespectiely.
Algorithm for the Triple Triangular Mesh Protocol

procedure initialize _status;
begin
for eachnode(x, y) in thesystemdo
begin
setstatus(xy, Unknown);
subquorumstatus[x,y, 0]=subquorunstatus[x,y, 1]=subquorumstatus[x,y, 2]=0;
end;
emptythelists: nodeof_subquorumnodeof_quorum,nodegranted
end; (* initialize_status*)

procedure constructsubquorumsgente): boolean;
var subquoruminteger;(* indicatewhich subquorumnis beingconstructed)
subquorunfinished boolean;
flag: integer; (* 0: subquorumi-(a); 1: subquorumni-(b) *)
begin
for subquorume { 0,1,2 } do
begin
set(i, j) to center
subquorunmfinished= FALSE;
flag=0;
repeat
if (querystatus(ij, Unknowvn) == TRUE) then
begin
if (request(ij) == GRANTED) then
begin
setstatus(i,j, Available);
addnode(i, j) into nodeof_subquorum;
if (querystatus(ij, Ending Point,subquorum==TRUE) then
begin
subquorunmfinished= TRUE;
move nodesn nodeof_subquoruminto nodegranted
end
elseset(i, j) to thenext nodeaccordingto subquorurmrandflag;
end
else(* requesis deniedby (i, ) *)
begin
setstatus(i,j, Unavailable);
find all nodessuchthatsomeof their subquorumswill include(i, j) and
markthesesubguorumsinavailableby settingpropervaluesto subquorumstatuss;
move nodesn nodeof_subguorunto nodegranted
if (flag== 1) then return(FALSE);

flag=1;
set(i, j) to center
end;
end
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( BEGIN )

initialize_status

use the requesting node asenter

loop <- FALSE

procedure
construct_subquorum

Yes return TRUE? No

release all the nodeq

from node_granted, a node is choosed as
in node_granted

center such that none of itssubquorum_status
is of value 3 and whose associated quorum,
if available, will include the largest fraction

return (TRUE) of node granted

A newcenter
can be found?

loop <- TRUE

No

loop== TRUE?

Yes

select d&ynknown node spch that none|
of its subquorum_status is of value 3

no such kind of

release all the nodes
node can be found?

in node_granted

(return (FALSE) >

use the selected node a&enter

Figure4.5 Theflowchartfor procedureconstructquorumin TTM
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else(* querystatus(ij, Unknown) == FALSE, maybeAvailableor Unavailable*)
begin
if (querystatus(ij, Available)== TRUE) then
begin
addnode(i, j) to nodeof_subquorum
deletenode(i, j) from nodegranted
if (querystatus(ij, Ending Point,subquorum==TRUE) then
begin
subquorunmfinished= TRUE;
move nodesn nodeof_subquorumnto nodeof_quorum
end
elseset(i, j) to thenext nodeaccordingto subquorurmandflag;
end
else(* node(i, j) is Unavailable*)
begin
move nodesn nodeof_subguorunto nodegranted
if (flag== 1) then return(FALSE);

flag=1;
set(i, j) to center
end;
end;

until (subquorunfinished);
end; (* for *)
return(TRUE);
end; (* constructsubquorums)

procedure constructquorum:boolean;
var loop: boolean;
begin
initialize_status;
usetherequestingnodeascenter
while (TRUE) do
begin
loop = FALSE;
repeat
if (constructsubquorumsgente) == TRUE) then
begin
releasaall thenodesin nodegranted
return(TRUE);
end;
from nodegranted anodeis choosedscentersuchthatnoneof its
subquorumstatussis of value3 andwhoseassociateduorum,if available,
will includethelargestfractionof nodegranted
if nonodeof thiskind is availablethen loop = TRUE;
until (loop);
selectanodewhichis Unknown andnoneof its subquorumstatussis of value3;
if no suchkind of nodecanbefoundthen
begin
releasenodesin nodegranted
return(FALSE);
end;
usethe selectechodeascenter

44



end; (* endwhile *)
end; (* constructquorum®)

4.3 Proofof Correctness

The following theoremis usedto shawv thatthe proposedorotocol canensuremutual

exclusion.

Theorem4.1 Anytwo quorumsof thetriple triangular meshprotocolintersect.

Proof. We prove by first constructinga quorumz, thenfurtherconstructiorof a quorum

y will intersectsomenodein quorumz. Therearethreecasesvhich shouldbetakeninto

accounfaccordingto wherethe centerof quorumz is:

(1)

(2)

If the centerof quorumz is a nodeinsidethetriangularmesh,quorumz will divide
thetriangulameshinto threeregionsandno nodesof quorumaz belongto any region.
Figure4.3is ademonstrationTo preventfrom intersectingguorumz, the centerof
qguorumy shouldresidein ary region. Sinceevery region canprovide nodesof two
sides,only the othertwo regionscanprovide nodesof the third sidewhich quorum
y needs.Thepathfrom the centerof quorumy to anothermregionwill intersectsome

nodeof quorumz sinceevery two regionsareseparatedby quorumz.

If the centerof quorumaz resideson ary of threesidesbut is notary of threecorners,
thereare three casesshouldbe takeninto account: none,one or two of z’s sub-
guorumsresidesat somesideof the triangularmesh.Whennoneof z’s subquorum
residesat someside (ex., Figure 4.4-(a)), the triangularmeshis divided into three
partsby quorumz. In asimilarwayasin case(1), we canshow thatno otherquorum
canbe constructedvithoutintersectingquorumz. If only oneof x’s subquorunre-
sidesat someside,thetrianglewill be dividedinto two regions(ex., Figures4.4-(b)
and(c)). Sinceevery region canprovide nodesof two sides,only the otherregion

canprovide nodesof thethird sidewhich quorumy needs.The pathfrom the center
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of quorumy to anotherregion will intersectsomenodeof quorumz. If two of z’s
subquorumsesideat somesideof thetriangle,quorumz is onesideof thetriangle
(ex., Figure4.4-(d)),andquorumy will intersectquorumz at leastone nodesince

guorumy mustgetatleastonenodefrom every side.

(3) If thecenterof quorumz is oneof threecornersguorumz will containall nodesof
onesideof thetriangularmesh,quorumy will intersectquorumz atleastonenode

sincequorumy mustgetatleastonenodefrom every side. O

4.4 Propertiesof the Protocol

Thefollowing lemmashons how afailed nodeaffectsthe constructionof quorumsof

othernodes.

Lemma4.1 In a k-triangular mesh,givena nodez, thenthosenodesof the subquorum
0-(a), 0-(b), 1-(a), 1-(b), 2-(a), and 2-(b) associatedwith = will include nodez in their
associategubquorunt-(b), 2-(a), 2-(b), 0-(a),0-(b),and 1-(a), respectively

Proof. Here,we shav the casethatnodesin subquorunD-(b) associatedvith nodex will
includenodez in their associatedubquorun®-(a),andthe othercasesanbe provedin a

similarway. Let (zq, yo) bethe(z, y)-tupleassociateavith nodez. The setof nodes:
{(l’, y)|0§$§$07 y:$0‘|‘y0_$, Z, yENU{O}}’

constitutessubquorunD-(b) associatedvith nodex. For ary nodey = (zy, y1) in the

subquorun®-(b), z,, y; mustsatisfy:
0 <z <o, and (4.1)

Y1 = To + Yo — Z1. 4.2)

Also, thesubquorun®-(a)associatedvith nodey consistf thenodesof the(z, y)-tuples,

wherez, y € N U {0}, andmustsatisfy:
<z <z+Yy, and (4.3)

46



y=x1+y — . (4.4)

From(4.1),and(4.3),we know thatthereis anodewith x-coordinater, whichis included
in subquorun®-(a)of nodey. From(4.4) and(4.3),we know thatthey-coordinateof that
nodeis yo. Thereforethecasethatnodez is includedin the subquorun®-(a) of nodey is

proved. O

Theorem 4.2 Givena k-triangular mesh,the quorumsizeof the proposedprotocolis k,

which is proportionalto v/ N, wheee N is thenumberof nodesin the system.

Proof. This canbeprovedin thesameway asin the TM protocol. O

Theorem 4.3 TheTTM protocoldominategshe TM protocolwhenk > 3.

Proof. We denotethe setof all quorumsdefinedby the TM andTTM protocolsin a .-
triangularmeshasCryr andCrray, respectrely. We first prove that C'ry is a coterieby

shawving thatC'ry; satisfieghethreeconstraintsn Definition2.1:
(1) It is apparenthatCry, is notempty

(2) Any G, H € Crp, G H # ¢, sinceary two quorumsdefinedby the TM protocol

intersect.Thisis provedin Theorem3.1.

(3) Thesizeof every quorumof the TM protocolin a k-triangularmeshis £, i.e., ary

G,H € Cru, | G |=| H |, thisimpliesthatG ¢ H andH ¢ G.

Thefactthat C'rryy is a coteriecanbe provedin the similar way. From the definition of
guorumswe obsenethatall thequorumsn the TM protocolarealsoquorumsn theTTM
protocol,i.e., Crar € Crrar. SinceCrrar — Crar # /phi, we know that Crar C Corrag.

FromDefinition 2.2, we know thatthe TTM protocoldominateghe TM protocol. O

Theorem 4.4 Thetriple triangular meshprotocoldoesnot havean equivalentvoteassign-

mentfor £ > 3.
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Proof. Fromthe definition of quorumswe knew thatall the quorumsin the TM protocol
arealsoquorumsn the TTM protocol.Sincethe TM protocoldoesnot have anequialent

vote assignmenasshavn in Theorem3.3, thereis alsono equivalentvote assignmentor

the TTM protocol. O
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CHAPTER V

The Dynamic Triangular Mesh Protocol

In this Chaptey we presentthe dynamictriangularmesh(DTM) protocol. We first
give the definitionsandexamplesof DTM quorums.Next, we describethe algorithmfor
constructinga quorumof the dynamictriangularmeshprotocol. Then,we presenta proof
of correctnes®f the proposedprotocol. Finally, several propertiesof the protocol are

described.

5.1 Definition

The k-triangularmeshusedin DTM is the sameasthatusedin TM. The subtriangles

usedin DTM arethe sameasthoseusedin TTM.

Definition 5.1 Thequorumconsistf a centerand subquorum, for = 0, 1, 2. Subquo-
rum: is a sequencef nodes( vy, . . ., v,,) which formsa pathin subtrianglei, whee v, is
thecenterof thequorum,andw,, is oneof thenodedocatedin sidei. For anytwo adjacent
nodesv;, v;41, for 5 = 0,...,m — 1, they mustsatisfy one of the following conditions

accodingto::
(1) Fori=0,either

a) r;41 —z; = —1 andy;;; = y; or
+ +

(b) 241 — 2y = -1l andy41 —y; = 1.
(2) Fori=1,either
(@) zip1 = z;andy;41 —y; =1 or
(0) 41—z, = 1 andyi = y;.
(3) Fori = 2, either
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Side 2

Figure5.1 An exampleof aquorumin a9-triangularmeshin DTM

a) r;41 —x; =landy,y, —y; = —1or
+ +

(b) Tip1 = T andyiH —Y; = —1.

Example 5.1 Figure5.1shavs anexampleof quorumin a 9-triangularmesh.A node
C is usedasthe centerof a quorum. Only shadedhodesare possibleto be includedin a
subquorumandnodedinked by boldline (i.e.,nodesl, 2, 3,4, 5, 6, 7, 8 andC) constitute
examplesof subquorums.

Also, wewill callaguorum’associatedwith” nodex if it usesnodez asits centerand
a subquorunt’associatedwith” nodex if it is a subquorumof somequorumassociated
with nodez. Moreover, from the definition of quorums,we obsene that subquorumi

associateavith nodex will notincludethosenodesresidingoutsidesubtriangld.

5.2 The Algorithm for Constructing Quorums

In our algorithm to constructa quorum, eachnodeis associatedvith two kinds of

information: nodestatusandsubquorumstatus Nodestatusindicateswhethera nodeis
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Available, Unavailableor Unknown Sincea quorumconsistsof threesubquorumsye
associatevith eachnodethreesubguorum-statuslementsvhichindicatethatwhetherit is
possibleto constructsubquorum associatedavith agivennode,for: = 0, 1, 2. Thelegal
valuesof subquorunstatusof subquorum are0, 1 which indicatethatsubquorum may
beavailableor is unavailable,respectiely.

Initially, we setnodestatusto be Unknown and subquorumstatusto be zerofor all
nodes. The setnodeof quorumis usedto recordthe nodeswhich grantthe requestand
areincludedin the quorumbeingconstructed.The setnodegrantedis usedto recordthe
nodesgrantingthe requestbut not belongingto nodeof_quorum Eachquorumconsists
of threesubquorumsandeachsubquoruncanbe constructedn a similar way which will
be describedater A quorumassociatedvith a given nodex is available only if all of
its subquorums, for : = 0, 1,2, areavailable. If oneof themis unavailable,no quorum
associateavith nodez is available.In this casewe selecta nodey asthe new centerfrom
thosegrantednodessuchthat noneof nodey’s subquorunstatusis of valuel andnodey
will includethelargestpartof thosegrantedhodesdn its associateduorum.If nonodelike
y canbe found,we randomlychoosea untriednodeto be the new centersuchthatnoneof
its subgquorunstatuss of valuel andrepeathe samestepsto constructa quorum.

We now describehow to constructa subguorumassociateavith nodex. We construct
asubquorumn arecursve manner Whenwe try to constructaninstanceof nodex's asso-
ciatedsubquoruni, nodex mustbe available. If nodex residesat sidei, the construction
succeedsincenodex is the endingpoint. Otherwise therearetwo nodesy, z adjacento
nodex suchthattheedges{x, y} and{x, z} areparallelwith eitherside( (: + 1) mod 3) or
( (¢4 2) mod 3) andwe have to constructary instanceof subquorumi associateevith y or
z Nodex andary instanceof the subquorum associateavith eithernodey or z constitute
an instanceof subquorum associatedvith nodex. If both constructionsof subquorum
I associatedvith nodey andz fail, no instanceof subquorum associateavith nodex is
available, and we setthe subquorumi’s statusto 1 andreturn backto the nodeissuing
requestdor nodex. If we go backto the center the constructionof the subquoruntfails;

therefore no quorumassociatedvith thatcenteris available.We applythe stepsdescribed
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previously to choosea new centerandthenrepeatthe constructionsteps.Finally, if there
is no nodewhich canbe usedasthe new centerandno quorumis availableyet, the con-
structionfails. Figure5.2and5.3 shav theflowchartsfor procedureconstructquorumand

constructsubquorumgsrespectiely.
Algorithm for the Dynamic Triangular Mesh Protocol

procedure initialize _status;
begin
for eachnode(x, y) in thesystemdo
begin
setstatus(xy, Unknown);
subquorumstatus[x,y, 0]=subquorunstatus[x,y, 1]=subquorumstatus[x,y, 2]=0;
end;
emptythelists: nodeof_quorum,nodegranted
end; (* initialize_status*)

procedure constructsubquorums{enter subquorumrinteger): boolean;
(* subquorunis usedto indicatewhich subquorumnis beingconstructed)
begin
set(i, j) to center
if (querystatus(ij, Unavailable)==TRJE) then
return(FALSE);
(* nodestatusis eitherUnknown or Available*)
if (querystatus(ij, Unknowvn)==TRUE) then
begin
if (request(ij) == GRANTED) then
setstatus(ij, Available);
else
begin
setstatus(ij, Unavailable);
subquorumstatus]i,j, 0]=subquorurstatusi,j, 1]=subquorurmstatus]i,j, 2]=1;
return(FALSE);
end;
end;
(* node(i, j) is available*)
if (subquorumstatusi,j, subquoruni==0) then
begin
addnode(i, j) into nodeof_quorum
deletenode(i, j) from nodegranted
if (querystatus(ij, EndingPoint,subquorum==TRUE) then
return(TRUE);
else
begin
(* Sincenode(i, j) is nottheendingpoint, therefore therearetwo nodes
adjacento node(i, j), saynext_nodel andnext_node2, suchthat
all subquorumpassinghroughnode(i, j) will includeeitherof them.*)
if (constructsubquorum(ne_nodel, subquorum==TRUE OR
constructsubquorum(n&_node2, subquorunN==TRUE) then
return(TRUE);
else
begin
subquroumstatusyi,j, subquoruni=1;
move (i, j) from nodeof_quorumto nodegranted
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release all the nodes | from node_granted, a node is choosed as
in node_granted center such that none of itssubquorum_status
is of value 1 and whose associated quorum,
if available, will include the largest fraction

return (TRUE) of node_granted

A newcenter
can be found?

loop <- TRUE

No

loop== TRUE?

Yes

select d&Unknown node such that none
of its subquorum_status is of value 1

no such kind of

release all the nodes
node can be found?

in node_granted

(return (FALSE) >

use the selected node asnter

Figure5.2 Theflowchartfor procedureconstructquorumin DTM

53



(3nyL) uinai

(FNyL) wnmal =YY

m (3sv4) EEmQ

pa1ue J6 apou 01 wnJonbjo epou
wody ([ ‘1) spou anow

m (3STv4) EamQ

paiue.6 apouojwnionb Jo apou
wody ([ ‘1) spou anow

T @g ojwnJonbgns wnionbgns
s.([ ‘1) apou Jo snjels 189S

ON

¢,Spaadons
Z 9pou 1Xau 10 T apou 1xau
10 uononisuod wnionbgns

¢wnionbgns ay; Jo uiod
Buipua ue ([ ‘1) apou S|

®

m (3sv4) SEmQ

T 8q 01S snels wnionbgns
s,([ 1) apou Jo yoea 18s

a|e|reny ([ ‘1) apou slew

a|e|reneun ([ ‘1) apou xJew

peiue J6apouwoly ([ ‘1) apou a199p

wnJonb jo apouout ([ ‘1) spou ppe

ON

s.([ ‘1) apou Jo snrels

ON

Z1sanbal ino

m (3s1v4) uinau

syuelb ([ ‘1) spou

SOA

Jumounun
(I'1) spou

¢ale|reneun
(I'1) spou

(I'1) spou -> U0

( N©o3g )

Figure5.3 Theflowchartfor procedureconstructsubquorumsn DTM

54



return(FALSE);
end;
end;
end
else
begin
move (i, j) from nodeof_quorumto nodegranted
return(FALSE);
end;
end; (* constructsubquorunt)

procedure constructquorum:boolean;
var loop: boolean;
begin
initialize_status;
usetherequestingnodeascenter
while (TRUE) do
begin
loop=FALSE;
repeat
if (constructsubquorumstenter 0) == TRUE AND
constructsubquorumatenter 1) == TRUE AND
constructsubquorumatenter 2) == TRUE ) then
begin
releasall thenodesin nodegranted
return(TRUE);
end;
from nodegranted anodeis choosediscentersuchthatnoneof its
subquorumstatusis of valuel andwhoseassociateduorum,
if available,will includethelargestfractionof nodegranted
if nosuchkind of nodecanbefoundthen loop=TRUE;
until (loop);
selectanodewhichis Unknown andnoneof its subquorumstatusis of valuel;
if nosuchkind of nodecanbefoundthen return(FALSE);
usethe selectechodeascenter
end; (* endwhile *)
end; (* endconstructguorum®*)

5.3 Proofof Correctness

The following theoremis usedto shav thatthe proposedorotocol canensuremutual

exclusion.

Theorem 5.1 Anytwo quorumsof the dynamictriangular meshprotocolintersect.

Proof. We prove by first constructingaquorumz, thenfurtherconstructiorof aquorumy

will intersecsomenodein quorumz. We candraw threelinesalongedgesof thetriangular
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meshsuchthat eachline is parallelwith oneof threesidesand passeshroughthe center

of quorumx. The numberof subtrianglegeneratediependon the locationof the center

of quorumx. Therearethreecaseavhich shouldbetakeninto accountaccordingio where

the centerof quorumxis:

(1)

(2)

3)

If the centerof quorumz is a nodeinside the triangularmesh,threesubtriangles
will be generatedFrom the definition of quorums,we know thattherewill be one
pathfrom the centerto the sidein eachsubtriangle. Thesethreepathswill divide
the triangleinto threeregionsand nodeson the pathsdo not belongto ary region.
Figure5.4-(a)is ademonstrationTo preventfrom intersectingquorumz, thecenter
of quorumy shouldresidein ary region. Sinceeveryregion canprovide nodesof two
sides,only the othertwo regionscanprovide nodesof the third sidewhich quorum
y needs.The pathfrom the centerof quorumy to anothermregionwill intersectsome

nodeof quorumz sinceevery two regionsareseparatedby quorumz.

If the centerof quorumz resideson ary of threesidesbut is notary of threecorners,
two subtrianglesare generated.Thereare threecaseswhich shouldbe takeninto
account:none,oneor two of x’s subquorumsuchthatall nodesin the subquorum
arenodesof somesideof thetriangularmesh.Whennoneof x’s subquorunresides
atsomeside(ex., Figure5.4-(b)),thetriangularmeshis dividedinto threeregionsby
quorumz. In asimilarway asin case(1), we canshov thatno otherquorumcanbe
constructedvithout intersectingquorumz. If only oneof z’s subquorunresidesat
someside,thetrianglewill bedividedinto two regions(ex., Figures5.4-(c)and(d)).
Sinceeveryregion canprovide nodesof two sides,only theotherregion canprovide
nodesof thethird sidewhich quorumy needs.The pathfrom the centerof quorum
y to anotherregionwill intersectsomenodeof quorumz. If two of =’s subquorums
resideat someside of the triangle,quorumz is onesideof thetriangle(ex., Figure
5.4-(e)),andquorumy will intersecguorumz atleastonenodesincequorumy must

getatleastonenodefrom every side.

If the centerof quorumz is oneof threecorners,only onesubtriangles generated

andis just the triangle (ex. Figure5.4-(f)). Therearetwo caseso be takeninto
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account:whetherquorumz will containall nodesof onesideof thetriangularmesh
or not. In the affirmative case,quorumy will intersectquorumz atleastonenode
sincequorumy mustget at leastone nodefrom every side. In the negative case,
quorumx will divide the triangle meshinto two regionswith eachregion contains

nodesfrom at mosttwo differentsides. O

5.4 An Extension

k—}—l

Whenthenumberof nodesn thesystemN, cannotbeexpressedxactly as—=—, for

somek € N, we expressN as**+1)

+ r wherek,r € N andl < r < k. Wefirst arrange
i%l nodesinto a k-triangularmesh,then eachof the remainingr nodesis addednext
to the nodeon side 2 of the k-triangularmeshfrom bottomup, oneat atime. Figure5.5
illustratessomecasesvhen N # ’““) . Thoseshadedhodesin Figure5.5 constituteside
2 of thosetriangularmeshesNotethatin Figure5.5-(c),node0 is assumedo beresiding

atbothside0 andside2, while nodel9residesatside2 only.

5.5 Propertiesof the Protocol

Theorem5.2 Givena k-triangular mesh,the quorumsizeof the proposedprotocolis k,

which is proportionalto /N, wheee N is thenumberof nodesin the system.

Proof. This canbeprovedin thesameway asin theTM andTTM protocols. O

Theorem 5.3 TheDTM protocoldominateshe TTMand TM protocolwhenk > 4, k > 3,

respectively

Proof. We denotethe setof all quorumsdefinedby the DTM, the TTM andthe TM
protocolin a k-triangularmeshasCprar, Crrar andCryy, respectiely. Apply the similar
approachasin Theorem¥.3,we canshav thatC'p 1y is alsoacoterie.Fromthedefinition

of quorumswe obserethatCryr C Cprar Whenk > 3 andCrry C Cprar Whenk > 4.
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Figure5.5 ExampleswhenN cannot be expressedas *£1) exactly in DTM: (a)N=16
(k=5,r=1); (b)N=18(k=5, r=3); (c)N=20(k=5, r=5).
Apply Theorem2.2, we know thatthe DTM protocoldominatesthe TM andthe TTM

protocolwhenk > 3 andk > 4, respectiely. O

Theorem 5.4 Thedynamictriangular meshprotocoldoesnot havean equivalentvoteas-

signmenfor £ > 3.

Proof. Fromthe definition of quorumswe know thatall the quorumsin the TM protocol
arealsoquorumsin the DTM protocol. Sincethe TM protocoldoesnot have anequialent
vote assignmenasshaovn in Theorem3.3, thereis alsono equivalentvote assignmentor
theDTM protocol. O
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CHAPTER VI

The Performance

In this Chapteysomeaspect®f distributedmutualexclusionprotocolsmposinglogical
structuresareanalyzed:quorumsize, availability andfault tolerance.We comparethese
featuresof threetriangularmesh-basegrotocols,i.e., TM, TTM andDTM, with thetree
[3], theHQC[20], andthegrid [10] protocols.(Notethatsincethewrite-write intersection
propertyholds,thewrite quorumsof the grid protocolcanbe usedto controlaccesset a

sharedesource.)

6.1 Quorum Size

Thenumberof messageequiredo constructquorumis proportionako thesizeof the
guorums.In the HQC protocol[20], it organizesnodesinto a multi-level treewhereeach
externalnodeis mappedo a nodein the system.A quorumat a level-: nodeis composed
of a majority of its level-(: 4+ 1) children. To access sharedresourcethe quorumatthe
root mustbe obtained. Therefore,the quorumsizeis N%%3. In the tree protocol [3], it
organizesnodesinto a completebinary tree. A tree quorumconsistsof nodeson a path
from theroot to a leaf in the binary tree. If it fails to constructa quorumdueto a node
failure,thefailed nodeis substitutedy two pathseachstartingfrom onechild of thefailed
nodeandendingat a leaf. Therefore,the quorumsizeis log, N andis increasedup to
[2+17 asthe numberof nodefailuresis increased.n the grid protocol[10], it organizes
nodesinto a M; x M, (= N) grid. A quorumcontainsonecolumnof nodesandat least
onenodefrom eachcolumnof thegrid. Thereforethequorumsizeis (M, + M; — 1), and
is proportionalto O(v/N) when M, = M,. Basedon Theorem2, the quorumsizein our

threetriangularmesh-basegrotocolsis &, whichis [v2N].
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Figure6.1 shavs a comparisorof the quorumsizeof thesesix protocols,wherenodes
areorganizedinto a M; x M;(= N) grid for the grid protocol. From thesefigure, we
obsenre thatthe quorumsizein our triangularmeshprotocolis lessthanthatin the grid
protocolall thetime, andis lessthanthat of the HQC protocolwhen N > 15. Although
the quorumsizein thetreeprotocolis lessthanthatin our protocol,the quorumsizewill
beincreasedip to [ ¥+'] asthe numberof nodefailuresis increased Figure6.2 shavs a
comparisorof the quorumsizeof the triangularmeshprotocolandthe tree protocolasa
functionof thenumberof failednodeswherewe considetheworstcaseand N = 15. That
is, the nodefails startingfrom therootto theleaf, andfrom theleft to theright. (Notethat
whenN = 15, boththetreeprotocolandthethreetriangularmesh-basegdrotocolshave a
similar topology) Fromthis figure,we obsere thatthe quorumsizein our protocolswill
belessthanthatof thetreeprotocolwhennodefailure occursin theworstcase Moreover,
when/N = 15, andthenumberof failed nodeis greaterthan7 in theworstcasethereis no

guorumthatcanbe constructedn thetreeprotocol.

6.2 Availability

The availability is definedas the probability that a quorumcan be constructed. We
assumehat eachnodeis assumedo be independentvailablewith probability p. Since
given a numberof nodefailures, the numberof nodespreventedfrom constructingtheir
associatedjuorumsdependsn the relative positionsamongthosefailed nodesit is diffi-
cult to geta closeform of availability in our triangularmesh-basegrotocols. Therefore,
the availability of the TM, TTM, andDTM protocolsis computedby first generatingall
possiblecombinationdor nodesto be available or unavailable,thenwe checkeachcase
to seewhethera quorumcanbe constructedIf a quorumcanbe constructedye addthe
possibility of occurrenceof this caseinto the availability. The availability of thetreepro-
tocol andthe HQC protocolarecomputedn the sameway. For a M; x M, grid, we use
theformula: (1 — (1 — p)M)M2 — (1 — p* — (1 — p)M1 )Mz to getits availability [10].
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The simulationresultsof the proposedorotocolsfor N = 6,10, 15,21 and28 arede-
pictedin Table6.1. Figure6.3,6.4and6.5 shav the simulationresultsof availability with
different N of TM, TTM andDTM protocols respectiely.

Figure6.6shavstheavailability of theseour protocolsvhen N = 15. Fromthisfigure,
we obsere thatour triangularmesh-basegdrotocolshave higheravailability thanthe grid
protocolall the time andthe curve of the tree protocol comescloseto that of the DTM
protocol. Moreover, the TM, TTM andDTM protocolsalsocanhave higheravailability
thanthe treeprotocolwhenp > 0.93, p > 0.92 andp > 0.582, respectiely. Sincein a
k-triangular meshof N nodesthesizeof the coteriesassociateavith TM, TTM andDTM
is of O(k?), O(k?*), andO(k*2*~1), respectiely, the DTM protocolhashigheravailability
thanTM andTTM.
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(N = 15)

6.3 Fault Tolerance

Our simulationrevealsthatin theworstcasethe TM andTTM protocolscantolerate
up to (k — 1) nodefailureswhenk < 4, andup to (k — 2) nodefailureswhenk > 5,
whereN = @ This is because¢hatthereexist somepatternsof (k — 1) nodefailures
which disableall qguorumconstructions.For example,in a k-triangularmesh,k > 5, the
setconsistof failed nodeswhose(z, y)-tuplessatisfyoneof thefollowing conditionswill
makeall quorumsunavailable:

fori=1,....k—1,
(1) (21, 51), iis odd;

(2) (152, 42), iiseven.
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Figure6.7 An exampleof nodefailureswhich makeall quorumsof TM andTTM protocols
unavailable

Figure6.7 shows a setof 5 failed nodes:{ 4, 6, 9, 12,16 } which makesall quorumcon-
structionsimpossible.However, in the worstcasethe DTM protocolcanalwaystolerate
upto (k — 1) nodefailures,which hasbetterfault toleranceghanTM andTTM protocols.
The above discussiorcanbe summarizedn Table6.2 basedon six criteria, wherewe
considera M; x M, (= N) grid. Thefirsttwo criteriaarethequorumsizesin thebestand
worstcasesrespectrely. Thequorumsizeof thetreeprotocolvariesfrom log, N to [%}
asthe numberof nodefailuresis increasedThetriangularmesh-basedhe HQC, andthe
grid protocolshave constantjuorumsize. The third criterionis the impactthata single
nodefailure would have on the size of a quorum. In the grid protocol,if the failed node
belongsto a columnincludedin the quorum,thenanother(M; — 1) nodesareneededo
form anothemquorum.In thetreeprotocol,thefailure of therootwill resultin arequirement
of anotherlog, N hodego construcanew quorum.In thetriangularmesh-basegrotocols,
whenk > 5, in theworstcase thereareat least[ 227 + 1 nodesreusabletherefore we
needanother(k — [%22] — 1) nodesto constructanotherquorum. The fourth criterionis
whetherthe protocolis afully distributedone. Thetreeprotocolassigngreaterburdento
thenodeswith smallerlevel numberghanthosewith largerlevel numbers.Thereforethe
treeprotocolis nota fully distributedprotocolwhile the triangularmesh-basegrotocols,
andthe othertwo protocolsarefully distributedones.Thelasttwo criteriaarethe number
of failed nodeswhich doesnot halt the systemin the bestandworst case,respectiely.

While in the bestcase all thesesix protocolscanbe fault-tolerantup to all nodefailures
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exceptthosenodeswhich have alreadyconstructeca quorum. While in the worst case,
thetreeandthe HQC protocolcanbe fault-tolerantup to (the guorum size — 1) failures.
Thegrid protocolcanbe fault-tolerantto (min{ M;, M} — 1) failures. Accordingto the
simulationresults,the TM, TTM andDTM protocolscantolerateup to (k — 2), (k — 2)

and(k — 1) nodefailures,respectrely.
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CHAPTER VII

Conclusion

In this Chapteywe give a summaryof the thesisandpoint out somefuture directions.

7.1 Summary

In the problemof mutualexclusion,concurrentaccesso a sharedesourceor the Crit-
ical Section(CS) mustbe synchronizedsuchthatat ary time only oneprocessanaccess
the CS. In a distributed system,dueto the lack of bothin sharedmemoryanda global
clock,anddueto unpredictablenessagéelay the designof adistributedmutualexclusion
protocolthatis free from deadlockand stanation, is muchmore comple thanthatin a
centralizedsystem.

To makedistributedmutualexclusionprotocolsfault-tolerantto nodeandcommunica-
tion failures,mary researcheapplythereplicacontrol stratgjiesto achieve mutualexclu-
sion. The majority voting protocol[40] andthe quorumconsensugprotocol[15] aresuch
examples.However, theseprotocolsrequirehigh communicatiorcostwhichis O( V) due
to thelargequorumsize.

To reducethe overheadf achieving mutualexclusionwhile supportingault tolerance,
mary protocolsimposinga logical structureon the networkareproposed3, 10, 20]. The
hierarchicalquorumconsensugrotocol(HQC) [20] requiresO( N%¢3) messageghetree
quorumprotocol[3] requiresO(log N) messageB the bestcaseanddegradesgracefully
andthe grid protocol[10] requiresO(v/N) messagesAll the quorumsconstructedrom
theseprotocolscan be usedto replacethe set of nodesin Maekava'’s protocol [24] to

achieve mutualexclusion.(Notethatin Maekava’s protocol,only onesetis associatewith

eachnode,which makesthe protocolnon-toleranto failures. While thesethreeprotocols
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[3, 10, 20] cansupporta nodewith severalalternatve sets.)In Chapter2, we have givena
suney of thereplicacontrol protocolsdescribecabore.

Next, we have presentedhe threeproposedriangularmesh-basegrotocols,i.e., the
triangularmeshprotocol, the triple triangularmeshprotocol and the dynamictriangular
meshprotocolin Chapter3, Chapter4d andChapter5, respectiely. In thetriangularmesh
protocol, we associatewnith eachnodetwo specialpatterns. The nodesin eachspecial
patternconstitutea quorum. In the triple triangularmeshprotocol, a quorumcontains
nodesfrom somesideof eachof threesubtrianglesn thetriangularmesh.In thedynamic
triangularmeshprotocol,threedynamicpathsconstitutea quorumin the giventriangular
mesh. The quorumsize of theseproposedprotocolsis K& thatis O(v/N), wherewhere
N = MQ_HI is thenumberof nodesn thesystem We alsohave provedthatnoneof these
threetriangularmesh-baseg@rotocolshasan equivalentvote assignment.Moreover, the
TTM protocoldominategshe TM protocolandthe DTM protocoldominateshe TM and
the TTM protocols.

In Chapter6, someaspect®f distributedmutualexclusionprotocolsimposinglogical
structurehave beenanalyzed:quorumsize,availability andfault tolerance We have com-
paredthesefeaturesof threetriangularmesh-basegrotocols,i.e., TM, TTM andDTM,
with the tree[3], the HQC [20], andthe grid [10] protocols. From our simulationstudy
we have shavn that thesethree proposedorotocolscan have higheravailability thanthe
grid protocol. Moreover, the quorumsizeof the proposedrotocolswill be lessthanthat
in the HQC protocolwhenN is greaterthanor equalto 15 andlessthanthatin the tree
guorumprotocolwhennodefailuresof somesortexist. We alsohave obseredthatwhen
N = 15, thecurwe of thetreeprotocolcomescloseto thatof theDTM protocol. Moreover,
theTM, TTM andDTM protocolsalsocanhave higheravailability thanthe treeprotocol
whenp > 0.93, p > 0.92 andp > 0.582, respectrely. In the worstcase thetriangular
meshprotocol,thetriple triangularmeshprotocolandthe dynamictriangularmeshproto-
col arefault-tolerantupto (K — 2), (K — 2) and( K — 1) siteandcommunicatiorfailures,

respectiely.
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(@)

c

(b)

Figure7.1 Systemausedto illustratehow the topologyimpactsthe designof distributed
mutualexclusionprotocols:(a)-(b)

7.2 FutureWork

In [14], Barbaraand Garcia-Molinashowv that the topology of the systemcan have a
definiteinfluenceover the coterieor vote assignmentThey usetwo measure$o compare

differentvoteassignments:

(1) NodeWlInerability of a systemwith vote assignment’ is the minimum numberof

crashechodeghatproducea haltedstate.

(2) EdgeVulnerability of a systemwith vote assignment’ is the minimum numberof

link failuresthatproducea haltedstate.

To illustratetheinfluenceof theassignmenover thesetwo measuredet’'s considerthe
systemof Figure7.2-(a). If every nodeis assignednevote, it is enoughto remove two
edged(a, b), (¢, d) for instance}o halt the systemoperation.On the otherhand,if node
a is giventwo voteswhile the restreceve onevote, it is necessaryo remove 3 edgesto
stopthe operation.Thus,the edgevulnerability of thefirst assignmenis 2 andthe second
is 3. Consequentlyfrom the point of view of edgevulnerability, the secondassignmenis

superior
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Considerthe systemshavn in Figure7.2-(b).If we assigrnthe coterie
R = {{a,b},{a,c},{b,c}}, We noticethatthe group{a, ¢} cannotexist by itself, sowe
replaceit by {a, b, ¢} giving R, = {{a,b},{a,b,c},{b,c}}. Thisis notacoterie;purging
it rendersR, = {{a,b},{b,c}}. Thisin turnis dominatedby S = {{b}}. We obserethat

(1) S hasthe samenodevulnerability as R, sincein both casest is enoughto crash
nodeb to disruptsystemoperation.Sinces is a singletoncoterie,it hashigheredge

vulnerabilitythaneither R, or R, (which have 2).

(2) Thegroupthatsubstituted(a, c}({«, b, ¢}) did not survive the purging; so R, hasno

grouprepresentingg.
(3) The2-partitionab/cd disruptsthe system.

Theabove discussiorshavs how thetopologyimpactsthe designof distributedmutual
exclusionprotocols. To designa protocolwhich takesinto consideratiorthe topology of

theunderlyingsystemis thefutureresearctwork.
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